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Pabouas nmporpamma 3ammra uHdopmanmu coctasieHa ¢ TpedoBanusimu OI'OC,
BO, OIIOII mno wHampaBnenuto mnoxaroroBku 09.03.01 HWudopmaruka wu
BBIUMCIIUTEIbHAS TEXHUKAa  (YpOBEHb BBICIIEr0 OOpa3oBaHusA: OakalaBpuar) u
y4eOHOro IiaHa.
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[Ipencenarens YMC

k.n.H. I.1. MypraeBa



1. HIEPEYEHD PE3YJIbTATOB OBYUYEHMUSA 11O JMCIIUITJIMHE

B pesynprare OCBOEHHS AUCHUILIUHBI y OOYYaIOIIUXCSA JOJDKHBI OBITH C(HOPMHUPOBAHBI
caeayromuye oonenpodecCHOHAIbHBIC KOMIIETCHIIMHA B MPO(eCcCHOHATbHBIC KOMIETCHITNH:

HaumenoBanue KOMIICTCHIIMH

Ko xomnereHmm

A TMUHHUCTPHPOBAHUE CETCBOM MOACUCTEMBI HH()OKOMMYHHKAITHOHHOM
CUCTCMbI OpIraHMU3alun

I1K-2

(hopMUPYIOIINX 3T KOMIETEHIIUU cortacHo yuyebnomy rmiany OITOIT

IMPOI'PAMMBbI
Jannast ydeOHasi AMCUMIUIMHA OTHOCUTCS K K YacTd, (QOpMHUpYyeMOW ydacTHUKaMU
obpazoBaTenbHbIX oTHOIIEHUH 09.03.01 «MHpOopMaTHKa 1 BEIUNCINUTENIbHAS TEXHUKAY.
B rtabmuue 1 mpencraBieH nepedyeHb KOMIETEHIMH C yKa3aHUEM IEpedHsl TUCIUIUINH,

2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA3OBATEJIBHOM

CHUCTEMbBI OpraHu3aluu

BpEMEHH
CucremHoe
MIPOrpaMMHOE
obecreyenue

Cetn u
TEJICKOMMYHUKAIIUN

Tabmmma 1
Kon HaumenoBanue [IpenmecrtByromue ITocnenyromue
KOMIIETEHIINHU | KOMITETCHIIUH, JACLIUTUTUHBI, JACLIUIUIUHBI,
dbopmupyeMoii B pamkax | popMHUpYIOIIHIe dbopMupyrolIe yKa3aHHYIO
OCBOCHHMS JUCUUTIHHBI YKa3aHHYIO KOMIIETEHIINIO
KOMIIETEHITUIO
1IK-2 AIMHHHACTPHUPOBAaHUE CETEBOI OnepalnoHHbIe MHUKpPOIPOIIECCOPHBIE
IIOACUCTEMBI CHCTEMBI Linux u CHUCTEMBI
MH()OKOMMYHHUKAIIMOHHOI CHCTEMBI pPeajibHOTO [IpoexTupoBanue

BBIYMCITUTENBHBIX CUCTEM U
KOMITJICKCOB

Kopmoparususie
cetw/I[poMEBITIITIEHABIE CETH
[IpousBoicTBEHHAS TPAKTHKA.
Texnonorudeckas (IPOEKTHO-
TEXHOJIOTHYECKas) MPaKTHKA
[IpenoumnmomMHas mpakTHKa
3ammuTa BBHITYCKHOM
KBaJIM(PUKAITMOHHOH paboTHI,
BKITFOYAsl MIOATOTOBKY K
oIy pe 3alIuThl U
IPOLEAYPY 3aLIUTEI

* B KayecTBe dTana (POpMHUPOBAHUS KOMIIETEHIINH HCIIOIB3YIOTCS HOMEPa CEMECTPOB coryiacHo yueOHoro mrana OITOIT




[lepeyeHpb MIaHUPYEMbIX PE3yJIbTaTOB O0yUYEHHSI, COOTHECEHHBIX C MJIAHUPYEMBIMHU pe3yJibTaTaMu
OCBOEHUSI OCHOBHOM Mpo(heccHoHanbHOM 00pa30BaTeIbHON MPOrpaMMbl HAIIPaBJIEHUS TOATOTOBKH,

NpCACTaBJICH B Ta6n1/1ue:

KOI[ 1 HAUMCHOBAHUC
KOMIICTCHIIM

KOI[ W HAMMCHOBAHHNC HHAHWKATOpAa JOCTHUKCHUA KOMIICTCHIIUN

I1K-2. AaMuHHCTpHpOBaHUE
CETEBON MOJCUCTEMBI
WH(POKOMMYHHKAITUOHHON
CUCTEMBI OpraHU3aIIH

[1K-2.1. Ananu3upyeT npuHUUIBI (YHKIMOHUPOBAHUS allapaTHBIX,
MIPOrpaMMHBIX U IPOrPaMMHO-AINAPATHBIX CPEJICTB CETEBOM
MOJICUCTEMBI HHPOKOMMYHUKAIIMOHHON CUCTEMBbI OpraHU3aIIH
[IK-2.2. IIpoexTupyeT apXUTEKTypy alnapaTHbIX, IPOrPaMMHBIX U
IIPOrPaMMHO-AIAPATHBIX CPEJCTB CETEBOM MOACUCTEMBI
MH()OKOMMYHUKAIIMOHHOM CHCTEMBI OpraHU3aluu

IIK-2.3. ITpumenser cereslie Mmonenu OSI u IEEE, ctpykrypy n
OCHOBHBIE NIPUHIMIBI paboThl cetu HTepHeT

[IK-2.6. Mcnions3yeT COBpPEMEHHBIE CTaHAAPThI, HOPMAaTUBHO-
TEXHUYECKYIO JOKYMEHTAIUIO B 001aCTH MH(POKOMMYHUKAIIMOHHBIX
TEXHOJIOTU NPU aIMUHUCTPUPOBAHUH YCTPOMCTB U IPOIPaMMHOIO
obecrieueHus

[1K-2.7. YdacTByeT B IpOEKTUPOBAHUH, KOHPUTYPUPOBAHUU U
TUTAHUPOBAHHH C TPEOyeMOil MPON3BOAUTEIBHOCTHIO M HEOOXO MO
0€30MaCHOCTBIO CETEBBIX MOICUCTEM HHPOKOMMYHUKAITMOHHON
CUCTEMBI OpraHU3aLUU

[IK-2.8. YuacTByeT B HacTpoiike, aAIMUHUCTPUPOBAHUH,
BOCCTaHOBJICHHHU TpU COOSIX ammapaTHbIX, TPOrPaMMHBIX U
IIPOrPaMMHO-aIIAPATHBIX CPEICTB CETEBOM MOACUCTEMBI
MH(POKOMMYHHUKAIIMOHHOW CHCTEMBI OPTaHU3AIIH




3. OFBEM JJUCHUILINHBI U BUJIbl YYEBHOM PABOTHI

OYHASA ®OPMA OBYYEHUASA

Bua y4eOHoii paGoThl Bcero Cemectp
7
OO0mas TpyA0€MKOCTb 1M CHUILIHHbBI 144 gac 144 gac
4 3.e. 43.e.
KonTakTHas padora ¢ npenogasaresem (Bcero) 64 64
B ToMm unce:
Jlekuuun 32 32
[TpakTudeckue / ceMUHAPCKUE 3aHATH - -
JlaGoparopHble 3aHATHS 32 32
Koncynbranun - -
CamocrosiTe/ibHasi padoTa (Bcero) 44 44
B mom uucne (eciu ecmv):
Kypcoeoti npoexm / paboma - -
Pacuemno-epagpuueckas paboma - -
Koumponvnas paboma - -
Peghepam / scce / ooknao - -
Hnoe 44 44
Buja npoMexkyTouHOii aTTecTannu (3a4eT, IK3aMeH) Dk3ameH (36) Dk3ameH (36)
3AOYHASA ®OPMA OBYUYEHUSA
Buna yueOHoii padoThI Bceero Cemectp
7
OO0mas TpyA0éMKOCTb 1M CUUILTIHHBI 144 4gac 144 ygac
4 3.e. 4 3.e.

KonTakTHas padora ¢ npenogasaresem (Bcero) 16 16
B ToM unce:
Jlexumn 8 8
[IpakTudeckue / ceMUHAPCKUE 3aHATH - -
JlaboparopHble 3aHATHS 8 8
Koncynbranun - -
CamocrosiTesibHast padoTa (Bcero) 92 92
B mom uucne (eciu ecmw):
Kypcoesoti npoexm / paboma - -
Pacuemno-epagpuuecrkas paboma - -
Koumponvnasa paboma - -
Pegepam / scce / doknao - -
HUnoe 92 92
Buja npoMexyTouHOi aTTecTannu (3a4eT, IK3AMEH) Dx3ameH(36) Dx3ameH(36)




OYHO-3A0YHASA ®POPMA OBYYEHUA

Bupa yueOHoii padoThI Bcero Cemectp
7
O0mas TpyA0EMKOCTb JUCIUILTHHBI 144 4gac 144 ygac
4 3.e. 4 3.
KonTakTHas padora ¢ npenogasaresem (Bcero) 22 22

B ToM uucie:

Jlexuuu 16 16

HpaKTI/I‘-IeCKI/IC / CCMUHAPCKUC 3aHATUSA - -

JlaGopaTopHble 3aHATHS 16 16
Koncynbranun - -
CamocrosiTesibHast padoTa (Bcero) 76 76

B mom uucne (ecnu ecmvw):

Kypcoeoii npoexm / paboma - -

Pacuemno-epagpuuecrkas paboma - -

Koumponvnasa paboma - -
Pegepam / scce / doknao - -
HUnoe 76 76

Buja npoMexyTouHoii aTTecTalnu (3a4eT, IK3aMeH) Dx3ameH(36) Dx3ameH(36)

4. CTPYKTYPA U COAEP KAHUE NNUCHUIIJIMHbI
4.1. KAJIEHIAPHO-TEMATHYECKOE IINTAHUPOBAHMUE
OYHASA ®OPMA OBYYEHUA

No KonuuecTBO yacoB Ha
n/ Tena mpakTHdeckue | jgabopa | caMOCTOsTe
i JIEKIIUU | /CEMUHAPCKUE | TOPHBIE JBHYIO
3aHSITUS 3aHSITUS paboTy
1 | Tema 1. OCHOBHBIE IIOHSTHUSA U 2 3

ompeJiesICHus IpeAMeTa
3alIUThl HTHOOPMALIH

2 | Tema 2. Pa3rpannyenue 2 3
JIOCTYIIA K pecypcam

3 | Tema 3. Unentudukamnus u 2 3
ayTeHTUhUKAIHMA CyOBEKTOB

4 | Tema 4. MeTobl U cpeacTBa 2 3
KpunTorpaguueckoi 3aimThl

5 | Tema 5. KonTposb 2 3

LEJIOCTHOCTH MH(POPMAIIUH.
DnexTpoHHO-LIU(ppoBas
MOJITHUCh

6 | Tema 6. XpaneHnue u 2 3




pacnpenesieHue KIIo4eBOr
nHpopmanuu. [IpoTokobI
0e30macHOi ayTeHTU(UKAITIH
M0JIb30BaTENEN

Tema 7. 3amura 4 3
IPOrpaMMHOTO 00eCTIeUeHUS
OT HECAaHKIIMOHHPOBAHHOTO
UCIIOJIb30BaHUS

Tema 8. 3amura ot 4 3
pa3pymarnmx MmporpaMMHBIX
BO3€HUCTBUN

Tewma 9. 3amura nHGOPMALHH 4 32 11
B KOMITBIOTEPHBIX CETAX

10

Tema 10. MnxenepHo- 4 3
TEeXHUYECKas 3aluTa
uHbopmaIu

11

Tewma 11. PykoBogsmue 4 3
noxkyMmeHTsl Poccuu. IIpaBoBoe
obOecneyeHue
nH(pOPMALIMOHHOMN
0€30I1aCHOCTH B
MPOTUBOICUCTBUIO

TEPPOPHU3MY.

Hroro 32 32 44

3AOYHAA ®OPMA OBYYEHMUSA

KoanuecTBO yacoB Ha

IpakTHYECKHEe | Jlabopa | CaMOCTOSTE
JIEKIIUU | /CEMUHAPCKUE | TOPHBIE JBHYIO
3aHATHS 3aHATHSA | paboTy

Tema

Tema 1. OcHOBHEBIE IOHATHS U 0.5 9
omnpejeeHus IpeameTa
3amuUThl HHHOPMALUN

Tema 2. Pasrpannuenne 0.5 9
JIOCTyIa K pecypcam

Tema 3. Unentuduxauus u 0.5 9
ayTeHTH(UKAIUS CYOBEKTOB

Tema 4. Metozsl u cpeAcTBa 0.5 9
KpUNITOrpagMuaecKoi 3aniuThl

Tema 5. Konrpoins 1 9
LIETTOCTHOCTU MH(pOpMAITUH.
DeKTpOHHO-IUPOBas
MOJIHCH

Tewma 6. XpaHneHnue u 1 8
pacnpenesieHue KIIo4eBOn
uHpopmanuu. [IpoTokoss!
Oe30omacHO# ayTeHTU(PUKAIINH
M0JIb30BaTENEN

Tema 7. 3amura 1 8




MPOrPaMMHOTO OOeCTICUeHUsI
OT HECAHKIIMOHUPOBAHHOTO
WCIIOJIb30BAHHUS

Tema 8. 3amura ot
pa3pylaronmx nporpaMMHbIX
BO3JIEHCTBUU

Tema 9. 3ammra napOp™MAaIIH
B KOMIIBIOTEPHBIX CETSIX

10

Tewma 10. UnxenepHo-
TEXHUYECKas 3alluTa
uHbOpMAITUU

11

Tema 11. PykoBonsmue
nokymeHTsl Poccun. IIpaBoBoe
obecrieueHue
MHPOPMAITMOHHOH
0€30I1acCHOCTH U
MIPOTUBOICUCTBUIO
TEPPOPHU3MY.

Hroro

92

OYHO-3A04

HAS ®OPMA OBYYEHUA

KonnuecTBO YacoB Ha

Tema

JICKIINN

MPaKTUYECKUE
/ceMuHapCcKue
3aHITHS

nabopa
TOpPHBIE
3aHSITHS

CaMOCTOSITE
JHHYTO
pabory

Tema 1. OcHOBHBIE TOHATHA U
onpeJieJICHUs IpeIMeTa
3alIUThl HTHOOPMAIIMH

7

Tema 2. Paszrpanuuenue
JIOCTYIIA K pecypcam

Tema 3. Unentuduxanus u
ayTeHTH(UKAIUs CYOhEKTOB

Tema 4. MeTtozsl 1 cpeCcTBa
KpUNTOrpaduuecKoil 3aIuThl

Tema 5. Kontpons
LEJIOCTHOCTH MH(DOPMALIUH.
DnexTpoHHO-LU(ppoBas
MIOJITHUCh

Tema 6. Xpanenue u
pacrpezesieHle KIH4eBOi
nHpopmanuu. [IpoTokoms!
0e30MacHOl ayTeHTH(PUKAIIUU
M0JIb30BaTENEH

Tema 7. 3amura
MPOTPaMMHOTO 00€CTICUCHUS
OT HECAaHKIIMOHHPOBAHHOTO
WCIOJIb30BAHUS

Tema 8. 3ammura oT
pa3pymaroux MporpaMMHBIX
BO3€HCTBUN

Tema 9. 3amura napopmaruu

16




B KOMIIBIOTCPHBIX CCTAX

10 | Tema 10. UnxenepHo- 2 7
TEXHUYECKas 3alluTa
nH(popMaImu

11 | Tema 11. PykoBoasmue 2 6
nokymeHThl Poccuu. [IpaBoBoe
oOecrieueHne
uH()OPMAITMOHHON
0€30MacCHOCTH U
MIPOTUBOICHCTBHUIO
TEPPOPHU3MY.

Hrtoro 16 16 76

4.2. KPATKOE COAEPXAHMUE JIEKIITMOHHOI'O KYPCA

Tema 1. OcHOBHBIC NOHATHSA W ONPeeJICHUs PeIMeTa 3aluThl HH(popManun
CaHKIMOHMPOBAaHHBI M HECAHKIMOHMPOBAaHHBIA jgocTyn. ba3oBeie cBoiicTBa 0e30macHOCTH
uHpopManuu. Yrpo3bl 0€30MacHOCTH M KaHaibl peanu3aluu yrpo3. OCHOBHBIE NPUHLUIIBI
obecrieuernss WHpopManMOHHON Oe3zomacHocTh. LleHHocTs WMHpOpManmu. Mepbl obecriedeHus
0€30IaCHOCTH KOMIIBIOTEPHBIX CHCTEM. XapaKTEepUCTHKA CIOCOOOB 3alllUThl KOMIBIOTEPHOU
nH(pOpMalMU C OMOILBIO aNMapaTHO-MPOrPaMMHBIX MEp.

Tema 2. PazrpanuyeHue 10cTyna K pecypcam

[Tonutuku 6e3omacHoctu. Knaccuduxamnus nonutuk 6e3omacHoct. [lonutuku m3GuparenbHOro
pasrpaHudeHusi JocTyma. MangaTHele TOAWTUKM  OezomacHoctd.  KoHTponbs — gocrtyma,
Oazupyrommiics Ha poisx. [lomuTuku 6€30MacHOCTH KOHTPOIS LEIOCTHOCTH HH(OPMAIIMOHHBIX

pecypcoB.

Tema 3. UnenTupuxanus u ayreHTugukanus cyobeKToB

Knaccudukanus noacuctem naeHTuduKanum u ayreHTudukanuu cyorextos. IlaponbHble cuctemMbl
UACHTUDUKAMA ¥ ayTeHTU(UKAUK Tojb3oBareneid. VaeHtudukanus W ayreHTH(UKAIUs
[I0JIb30BaTENeH C MCIIOJIb30BAaHUEM TEXHUUECKUX yCTpOHCTB. MneHTtudukanus u ayreHTHUGUKanus
C MCIIOJIb30BAaHUEM MHIUBUAYAIEHBIX OMOMETPUIECKUX XapaKTEPUCTHK TTOIb30BATEIIS.

Tema 4. MeToabl 1 cpeAcTBa KPUNTOrpagu4ecKoil 321U ThI

[IpuHuunsl  Kpunrorpaguueckod 3amuTsel uHGopMauuu. TpaauLMOHHBIE CHMMETpPUYHBIE
KPUNTOCHCTEMBI: IH(POBaHUE METOJOM 3aMEHBI, HIM(PpPOBAHHE METOJAaMHU TEePECTAaHOBKH,
mudpoBaHue METOAOM raMMUPOBaHUs. DJIeMEHThI KpunroaHanu3a. COBpeMEHHbIE CUMMETPUYHBIE
cucreMbl mmmdpoBanus: crangapt mmdposanus DES (CHIA),  oTedecTBEHHBIH CTaHIApT
CUMMETPUYHOTO MM(pPOBaHUSA. ACUMMETPUYHBIE KPUNTOCUCTEMBI: HEAOCTATKM CHUMMETPUYHBIX
KPUNTOCHCTEM U NPUHIMIBI aCHMMETPUYHOTO MIM(POBAaHUS, OJHOHANpPABICHHBIC (DYHKIUH,
anroputm mudpoBanus RSA,

Tema 5. KOHTPoJIb 1eJI0CTHOCTH HHPOPMAIIMHU. DJIEKTPOHHO-IU(PPOBaS NOANNCH
[Ipobnema oOecrnieueHust 1ENOCTHOCTH HHPOpManuu. DPYHKIUU XAIIUPOBAHHUS W DJICKTPOHHO-
nudposas nmoanuck. MadpactpykTypa oTKphIThIX Kimrodeit PKI.

Tema 6. XpaHenue u pacnpenejieHue KiawdeBod nHpopmaunuu. I[IporokoJbl Oe3omacHoi
ayTeHTH()UKAIUHN MOJIb30BaTeNel

TunoBble cxeMbl XpaHeHus KiIroueBor nHGopManuu. 3amura 6a3 naHHbeIx ayTeHTHuKanuu B OC
Windows u UNIX. Hepapxusi kmrodeBoii mHpOpMarmu. Pacmpenenenue kmtoueit. ITpoTokoisr



0e30macHoOi yaJeHHOM ayTeHTH(PHUKAIIUN T0Ib30BaTENEH.

Tema 7. 3ammuTa nporpaMMHOro odecrne4eHusi 0T HECAHKIIMOHMPOBAHHOI0 HCIOJIb30BAHNUS
[Ipobrema 3ammTBl MPOTPAMMHOTO OOECMEeYeHUsT OT HECAHKIIMOHHMPOBAHHOTO HCIOIb30BAHMUS.
MopaynpHas apXUTEKTypa TeXHHUEeCKuX cpeAcTB 3auuThl [IO 0T HECaHKIMOHUPOBAHHOTO
WCTIONBb30BaHusl. DYHKIIMOHUPOBAHHWE TOJACHUCTEM W Momyied cucteMbl 3amutbl [IO  oT
HECAaHKIIMOHUPOBAHHOI'O UCTIOIb30BaHMs. DnekTpoHHble kitoun HASP. 3amura [10 ot usyuenus:
0a30BbIE METOJIbI HEUTpaTU3alMK CHCTEM 3allUThl OT HECAHKIIMOHUPOBAHHOTO HCIIOIH30BaHMSI,
MOHITHE M CpPEICTBA OOpAaTHOTO TPOEKTUPOBAHUS, JIOKAIM3AlMSg KOJAAa MOJIYJS 3alluThI
nocpenctBoM otiioBa WinAPI ¢yHKIni B pexume OTiaaku, 6a30Bble METOIbI MPOTUBOICHCTBHS
OTNaauuKaM, 6a30BbIE METO/BI MPOTUBOACHCTBHS qu3accemonupoBanuto [10, 3amura oT OTIaaKu,
OCHOBaHHast Ha 0COOEHHOCTSIX KOHBEWEepU3aluu npoueccopa, HCTOJIb30BAaHKUE
HEJIOKYMEHTUPOBAHHBIX MHCTPYKLUHMM W HEIOKYMEHTHPOBAHHBIX BO3MOXKHOCTEW IPOLIECCOPA,
mudpoBaHue KOJa MPOrpaMMbl KaK YHHUBEPCAIbHBIH METOJ TMPOTHUBOACHCTBUS OTJIAIKE |
JTN3aCCEeMOIMPOBAHHUIO.

Tema 8. 3amura oT paspymaomux NPOrpaMMHBIX BO3AeiCTBHI

[TonsiTue pa3zpymaromero TporpaMMHOTO BO3JAEUCTBUA. Mojaenn B3aMMOJCUCTBUA MPUKIIAIHOU
nporpaMMbl 1 PIIB. Komnsrorepusie Bupychl kak kinacc PIIB. 3amura ot PIIB. M3onupoBannas
IIporpaMMHasi cpefa.

Tema 9. 3amura uHpoOpMaUM B KOMIILIOTEPHBIX CETAX

OcHoBHble yrpo3sl M npuuuHbl ys3BuMoctd cetu INTERNET. Knaccudukanuss THIOBBIX
yJaJeHHbIX aTak Ha MHTpaceTu. [loaxoapl K 3alIuTe OT TUMOBBIX yAaleHHbIX aTak. OrpaHuyeHue
JocTyna B ceTb. MexceTeBble HKpaHbl. BupryanbHble uactHble cetu (VPN). Jlomennas
apxutrektypa B Windows NT. Cnuyx6a Active Directory. IllenTpann3oBaHHBII KOHTPOJIb
ynaneHHoro goctyna. CepBepbl ayTeHTU(PHKALMH.

Tema 10. Un:xeHepHO-TeXHMYECKAs 3a1IMTA HHpopManun

Panuomukpodonsl. YcrpolictBa mnepexBata TenedOHHBIX cooOmieHui. Crenuain3upoBaHHbIC
yctpoiictBa. OOHapyeHHe, JIOKadu3alusl W T[OAaBICHUE 3aKIAaJHBIX MOJACTYIIUBAIOIIUX
ycrpoicTB. IlpemoTBpamienne yteukn uWHGOpMAIMK dYepe3 IMOOOYHBIE DJIEKTPOMAarHUTHBIC
W3JIy4EHUS! U HAaBOAKHU.

Tema 11. PykoBoasimiue noxkymentbl Poccuu. IIpaBoBoe obGecnedeHne HH(OpPMAUMOHHOM
0e30MacHOCTH M MPOTHUBOACHCTBUIO TEPPOPHU3MY.

[Tokazatenu 3anuiieHHocTH cpeAcTB BbluucauTenbHOM TexHuku oT HCJ. Cratea 272 YK PO.
Cratbs 273 YK P®. Cratbs 274 YK P®. Crarpa 146. Hapyiienue aBTOPCKUX M CMEKHBIX IPaB.
Cratest 147. Hapymenue u300peTaTelbCKUX W MATEHTHBIX IMpaB.  3aKOHOJATEIbHOE
MIPOTUBOJICHCTBUE PACHPOCTPAHCHUIO TEeppopUcTUUYecCKUX MaTepuanoB B HWurepHer. [IpobGieMbr
9KCIEPTU3bI HHPOPMALIMOHHBIX MAaTEPUATIOB, COJEPKAIINX MPU3HAKU HICOJIOTUU TEPPOpU3MA.

4.3. TEMATHUKA JABOPATOPHBIX 3AHSATUM

JlaboparopHas pabota Ne 1 ba3oBbie MexaHU3MbI 0€30MTACHOCTH KOMMYTaTOPOB
JlaboparopHast pabota Ne 2 be3oracHOCTh Ha OCHOBE CETMEHTAINH TpaduKa

JlaboparopHas pabota Ne 3 besonacHocts Ha ocHoBe nipoTokona IEEE 802.1x

JlabopaTtopHnas pabota Ne 4 Criucku koHTposst foctyna ACL

JlaboparopHuas pabota Ne 5 YTunura iptables

JlabopaTtopHas padota Ne 6 TyHHEeIMpOBaHKME COSTUHEHUH C UCIIOJIb30BAaHUEM MTpoTOoKoaa SSL
JlaboparopHas pabota Ne 7 ¥V paneHHoe ynpaBieHHe 10 3alIMIIeHHOMY poTokoiay SSH
JlabopaTtopuas padota Ne 8 IIpotoxosn PPPoE



5. IIEPEYEHb YYEBHO-METOAUYECKOI'O OBECHEYEHMWSI JJI51
CAMOCTOATEJBHOU PABOTBI OBYYAIOIIINXCSA

*B JIAHHBIN ITYHKT BHECEHbI U3MEHEHU I OSHOBJIEHHOM JINTEPATYPhI

5.1 OcHoBHasi JuTEpaTypa

[MlernoB, A.}. 3ammra wuHbopManMMU: OCHOBBI TEOPHM : Y4YEOHHK Ui BY30B/
A. 1O. llernog, K. A. llernos. — Mocksa : U3gatensctBo Opaiit, 2024. — 349 ¢. — (Bricmiee
obpaszoBanue). — ISBN 978-5-534-19762-4. — Tekct : snexkrpoHHslii // OOpa3oBarenbHas
mnatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/561077

3enkoB, A.B. HudopmannonHas 0e30macHOCTh M 3amuTa WHGOpMALUU : Y4eOHUK IS
By30B / A. B. 3eHkoB. — 2-e m3a., mepepad. u mon. — Mocksa : U3parensctBo FOpaiit, 2024. —
107 c. — (Bricmiee ob6pazoBanue). — ISBN 978-5-534-16388-9. — TekcT : »/IeKTpOHHBIN //
O6pazoBarenpHas wiatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/567915

5.2 lonoiHMTE/IbHAS JIUTEPATypPa

BuyxkoB, A. A. 3ammra uHpopmauuu : ydeOHUK i By3oB/ A. A. BHykoB. — 3-e u3n.,
nepepad. u gomn. — MockBa: W3garensctBo IOpaiit, 2024.— 161 c.— (Boicmiee
obpaszoBanue). — ISBN 978-5-534-07248-8. — Tekct : snexkrpoHHbld // OOpa3oBarenbHas
mwiardopma Opaiit [caiit]. — URL: https://urait.ru/bcode/561313

3aneuynukoB, C. B. Kpunrorpadpuueckre MeToasl 3amuThl MHGOpPMALUU : YUSOHHUK IS
By3oB/ C. B. 3ameunuxoB, O. B. Kazapun, A. A. TapacoB. — Mocksa : M3narenscTtBo HOpaiiT,
2024. — 309 c. — (Bricuiee obpazoBanue). — ISBN 978-5-534-02574-3. — TekcT : 371€KTPOHHBIN
// ObpazoBarenbhas miatopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/536453

5.3. Pecypchl nHpOpMALMOHHO-KOMMYHHMKAIIMOHHOI ceTH « UHTEepHE»

Anpec UnTepHeT pecypca HasBanue uTepHer pecypca Pexxum nocryna
o WnTepHeT-yHIBEpCUTET HHPOPMAITHOHHBIX .
http://intuit.ru/ pHeT-y p v(b pMat CBoOOIHBIN
TEXHOJIOT U
. Cailt xxypHana « BeCTHUK KOMITBIOTEPHBIX .
http://vkit.ru/ P P CBobonHBIN
1 THQOPMAIIMOHHBIX TEXHOJIOTHID)
Cobognast obmienocTymHas
http://ru.wikipedia.org/. MYJIbTHSI3bIUHAS YHUBEPCAIbHASI HHTEPHET- CBoOoHBIN
SHIMKIIONIE NS

6. METOANYECKHUE YKA3ZAHUA IS OBYUYAIOIIUXCSA

HucuuminuHa «3amura uHpopManmum» wusydaercs B TeueHHE oAHoro cemectpa. Ilpu
IUIAHUPOBAaHUM M  OpPraHM3allMd BPEMEHH, HEOOXOAMMOro Ha H3ydeHHe OOydarolmuMcs
JTUCLUIUIMHBI, HEOOXOIUMO MPUAEPIKUBATHCS CIEIYIOIUX PEKOMEH/IAIUH.

B mnepuon Mexny cecCHAMH CTYyACHTBI JOJDKHBI BECTHM KOHCIEKT JICKIUH, H3y4aTb
TEOPETUYECKUI MaTepUall B COOTBETCTBUM C IPOrPaMMOM KypcCa, BBIIOJHATH IPEUIOKEHHBIE
IIPernoiaBaTesIeM 3aaHusl AJIsl CaMOCTOSITEIbHON padOThl, TOTOBUTHCS K C/lade 3a4eTa U HK3aMeHa,
npopabartbiBasi HEOOXOIUMBIN MaTepHall COTJIACHO MEPEYHI0 BOMPOCOB ISl MOJATOTOBKH K 3a4eTy U
9K3aMEHY M CIIUCKY PEKOMEHAOBAHHOW JIUTEPATYPHI.

Brinonnenue 1abopaTopHbIX pabOT OTHOCUTCS K YHCITY 00s3aTenbHbIX BUA0B padot. [lepen
BBITIOJTHEHHEM PAa0OThl HEOOXOIMMO BHHUMATEIbHO O3HAKOMUTHCS C TEOPETUYECKUM MaTEpHUaIOM,
MPEJCTaBICHHBIM B METOJMUYECKUX YKa3aHHMSIX K COOTBETCTBYMOLIEH jabopaTopHoil pabote. Ilpu
HE0OXOMMOCTH MOKHO BOCIIOJIB30BAaThCsl PEKOMEHAYEMOW JuTepaTypoil. B xone BeImonHeHus
paboThl HEOOXOJUMO pPYKOBOJCTBOBATHCS IOPSIKOM BBIIOJIHEHHUS J1abopaTopHOW paldoThl H
yKa3aHUAMHU MpernojaBaTesis, IpyU 3TOM JOKHBI COOJIIOAThCS MpaBUia TEXHUKU OE30MacCHOCTH.



https://urait.ru/bcode/536453
http://intuit.ru/
http://vkit.ru/
http://ru.wikipedia.org/

Pe3ynbraToM BBIOJIHEHUS! pabOTHI SABISAETCS OTYET, KOTOPBINA JTOJIKEH ObITh aKKypaTHO 0(hOpMIIeH
Y BBITIOJIHEH B COOTBETCTBUU C TPEOOBAHUAMHU, IPUBEIEHHBIMHU B METOIMYECKUX YKA3aHUSIX.

B ykazanHoe mpernonaBaTenieM Bpems OOydarolMecs 3allMIIaloT OTYEThL. 3aliura
MIPOBOAMTCS B BUJE cOOECe0BaHUS MO KOHTPOJBHBIM BOIPOCAaM, MPUBEACHHBIM B METOJINYECKUX
ykazaHusax. Kpome Toro, mpenogaBaTesib MOKET 3a1aBaTh JONOJHUTENIBHBIE BOIIPOCHI, Kacaroluecs
pe3yabTaTOB SKCIEPUMEHTA, BBIBOJOB IO pe3yJbTaTaM oOneIToB M T.aI. K mpomexyTodHon
aTTeCTallud JOIMYCKaloTCs OOydYaroIluecsi, BBINOJHUBIINE BCe JlabopaTopHble pabOThl U
3alUTUBIINE OTYEThl MO HUM. [Ipym HamuuuM 3aJ0JKEHHOCTH MO JIabopaTOpHBIM padoTam, IO
COI'JIACOBAHUIO C IPEeroiaBaTesieM, BO3MOKHA 3aMeHa pa0bOThI 10 BBIIOJHEHHUIO OTYeTa Ha pedepar
10 TEM€ COOTBETCTBYIOIIETO Ja00PaTOPHOTO 3aHATHUS C MOCIEIYIOIIEH ero 3aluTou.

B TeueHue cemecTtpa M BO BpEMS CECCUM OCHOBHBIM BHUIOM IIOATOTOBKH SIBJIFOTCS
camocTosiTeNbHble 3aHATUS. OHM BKIIOYAIOT B ce0s H3y4YeHHE BOIIPOCOB, BBIHECEHHBIX Ha
CaMOCTOSITENIbHOE H3y4yeHHe, O(OpPMIIEHHE OTYETOB IO JIabOpaTOpHBIM paboTaMm, KypcoBOe
MIPOEKTUPOBAHUE, A TAK K€ MMOATOTOBKY K IIPOMEKYTOYHON aTTECTAllUH

Cuctemarnueckass paboTa B COOTBETCTBHUM C TNPOTPaMMON JUCIHMIUIMHBI — YCJIOBHUE
YCIENIHOTO OCBOEHHUSI MaTepHaa.

MeToauyecKue peKoMeH AU 110 00y4eHHUI0 JIUI C OrPAaHUYEeHHBIMH

BO3MOKHOCTHAMH 310POBbS U HHBAJIUIAO0OB

OcBoeHne AUCHUILIUHBI OOYYaIOMIMMUCS C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 370POBBS
MOXXET OBITb OPraHM30BAaHO KaK COBMECTHO C JPYIMMH OOYYarolIMMHCS, TaK MU B OTJEJIbHBIX
rpynmnax. [IpeanomnaratoTcs crienanbHble YCIOBUS IS OTy4YeHUs: 00pa30BaHUs 00YUarOIUMHUCS C
OTrpaHUYEHHBIMUA BO3MOXKHOCTSIMH 3710POBbSI.

[Ipodeccopcko-negarorn4eckuii  cocTaB 3HAKOMHUTCS C  IICHXOJIOTO-(HU3UOIOTMYECKUMH
O0COOCHHOCTSIMU 00YYaroIIMXCSl UHBAIUAOB M JIMI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3/10pPOBbS,
WHAUBUAYATbHBIMU  MPOTpaMMaMy  peaduinuTaluu  MHBAMUAOB (mpu  Hamwuuu). llpu
HEOOXOUMOCTH OCYULIECTBIIAETCS JOIMOJHUTENbHASL TMOJJAEPKKA TPENoJaBaHUus ThIOTOPAMH,
MICUXOJIOTaMH, COLMAIBHBIMU Pa0OTHUKAMHM, TPOIIEAITMMH MOATOTOBKY aCCUCTCHTAaMH.

B cooTtBercTBHM ¢ MeTOaMYECKUMH peKoMeHnanusMu MuHoOpHayku P® (ytB. 8 ampesns
2014 r. N AK-44/05BH) B Kypce NpeAmoiaraercs HCIOIb30BaTh COLUAIBHO-aKTUBHBIE U
pedrekcuBHbIE METOAbl OO0Yy4YEeHMs, TEXHOJOTHUU COIMOKYJIbTYPHOH peadbuIuTalli C IEJIbI0
OKa3aHMsA IOMOIIM B YCTAaHOBJICHUHU IIOJHOIICHHBIX MEXJIMYHOCTHBIX OTHOLICHHHA C JPYrMMHU
CTYJEHTaMH, CO3JaHUU KOM(POPTHOTO ICUXOJIOTMYECKOro KiIMMaTa B CTYJIEHYECKOW TpyIIie.
[Ton6op u pa3paboTKa yueOHBIX MAaTE€pPHUaIOB MPOU3BOIATCA C YUYETOM IPEIOCTABICHUS MaTepuaa
B pa3M4HBIX (popMax: ayAuanbHOM, BU3YAIBHOW, C UCTIONB30BAHUEM CIICIIUATBHBIX TEXHHYECKUX
CpeACTB U MH()OPMAITMOHHBIX CUCTEM.

Mennamarepuansl  TakKe CIIeQyeT HWCIOJbh30BaTh M aJalNTHPOBaTh C  YYETOM
WHIUBUAYATBHBIX 0coOeHHOCTel o0yuenus i ¢ OB3.

OcBoenue aucuMIuiMHbl JuiamMu ¢ OB3 ocymiecTBisSieTCsl ¢ HMCHOJBb30BAHUEM CPEJCTB
o0yuyeHHs OOLIEr0 M  CIHEHUAJBbHOIO Ha3HAueHUs (MEePCOHAJBHOTO U KOJUJICKTUBHOTO
WCIIOJIb30BaHusA). MarepuanbHO-TEXHHUUECKOe OOecleueHue IMpeaycMaTpUBaeT MpPHUCIOCOOIeHNe
aynuTopuil K Hykaam aun ¢ OB3.

dopma TpoBeNEHHs aTTECTAIlMH ISl CTYACHTOB-UHBAIUIOB YCTAaHABIMBACTCS C yUETOM
WHAUBUIYAIbHBIX Ncuxopusniyeckux ocobenHocreil. s crynenroB ¢ OB3 mpexycmarpuBaercs
noctymHas popMa mpeaoCcTaBIeHHs 3aJaHHA OIIEHOYHBIX CPEJICTB, & IMEHHO:

® B MEYaTHOW WJIM 3JEKTPOHHOH (hopMme (i JIUMI| ¢ HAPYLIIEHUSIMU OINOPHO-ABUIaTEIbLHOIO
amnmapara);

® B eYaTHOH GopMe WM ANEKTPOHHOU (POpME C YBEINUESHHBIM HIPU(PTOM U KOHTPACTHOCTHIO
(TSt TUIT ¢ HAPYIICHUSIMU CITyXa, PeUH, 3pEHHS);

®  METOJIOM YTEHHUS aCCUCTEHTOM 3aJaHus BCIAyX (AJIs JIUI] C HApyILIEHUSIMU 3PEHHUS).

CryneHTaM ¢ WHBAIMJHOCTHIO YBEIMYMBACTCS BpeMs Ha TIOATOTOBKY OTBETOB Ha
KOHTpOJIbHBIE BOMpOCHL. JlJIs Takux CTYyAEHTOB IpexycMaTpuUBaeTcsl JAOCTynHas Qopma
MPEOCTABICHUS OTBETOB Ha 3aJJaHHsI, 2 IMEHHO:



®* TUCHPMEHHO Ha Oymare win HaOOpOM OTBETOB Ha KOMMBIOTEpE (MM JHI] C HAPYLICHUSIMHU
clIyxa, peun);
® BEIOOPOM OTBETA M3 BO3ZMOXKHBIX BAPUAHTOB C UCTIOIH30BAHUEM YCIYT aCCUCTEHTA (IJIs JTUI]
C HApYIIEHUSMH OMTOPHO-ABUTATEIIFHOTO aIapara);
®  YCTHO (IUIsI TUI] C HAPYIICHUSMH 3PEHHUS, OTIOPHO-ABUTATEIBHOTO ammnapara).
[Ipn wHeoOxomammocTu It OOYYArONIUXCS C HWHBAJIMJAHOCTBIO TIPOIEAypa OICHWBAHMS
PE3yNbTaTOB 00YUYEHUSI MOYKET MPOBOIUTHCS B HECKOJIBKO ATAIOB.

7. IEPEYEHb HH®OPMAIIMOHHBIX TEXHOJIOI U1,
IMPOI'PAMMHOI'O OBECIIEYEHHUA U THOPOPMAILINMOHHbBIX
CIHHPABOYHbBIX CUCTEM

[Ipn mpoBeneHHWE 3aHATHHA IO JUCUUIUIMHE HCIIOIB3YIOTCS CIEAYIONUE TPOTpaMMHBIC
MPOAYKTHI:

1. Linux (cBo6oanoe I10)

2. Windows (y1st akaieMU4eCKuX opraHu3anusix, auien3us Microsoft Imagine (panee
MSDN AA, Dream Spark);

3. FileZilla FTP Client (cBo60oaHO€ MHOTOs3bIYHBIN FTP — KIIMEHT ¢ OTKPBITBIM UCXOIHBIM
KOJIOM);

4. Google Chrome (cBo6oanoe I10);

5. Ilporpamma NetCracker Professional mnpennazHaueHHast sl TPOEKTHPOBAHUS U
MOJICIIUPOBAHUS] KOMITBIOTEPHBIX CETEH;

6. Cisco Packet Tracer 5.1 - mocnmemnss BepcHsl TPOTPaMMbl KOMILJIEKCHOM CETEBOM
TEeXHOJIOTHH npenoaaBanus u ooydenus: Cisco Networking Academy.

8. HEOBXOJMUMAS MATEPUAJIBHO-TEXHUYECKAS BA3A

O60pynoBanue neknuonnbix aynutopuit 5-604: oducHas medens Ha 20 MecT, JEMOHCTPAIMOHHOE
obopynoBanue: 3kpaH — | mr.; mpoekrop — 1 mrT.; 9 TIK ¢ moctymom B HMaTepner mu DUOC.
ObopynoBaHue ayIUTOPHHA 171 1abopaTopHbIX 3aHATHI: aya. b-604: oducHas mebens Ha 20 mecr,
JIEMOHCTpPAIIMOHHOE o0OopyaoBanue: skpaHn — 1 mT.; mpoektop — 1 mr.; 9 IIK ¢ moctymom B
Nurepuer u SUOC;

VYyeOHo-naboparopubiii komiiekc «Koprnoparusasle kommbroTepHble cet» (FOYpl'Y-
HIIN «YueOHas TeXHHKA U TEXHOJIOTUW», Yensaounck, 2011, Ne5)

KommuiexT kommyTanuonHoro obopynoBanusi D-Link.

O6opynoBaHue aygIuTOPUIl JUIsl cCaMOCTOSITENbHOM paboTsl: untanbHbid 3a1 HTh: 5 TIK ¢
noctynoMm B Untepuert; ayn. b-609: opucnas medens Ha 20 mect, 9 [1IK ¢ noctynom B MHTEpHET M
OUOC, neMoHCTpalMOHHOE 00OpyIOBaHME: MPOEKTOp — | IIT.; 3KpaH, JOCKa ydeHUYecKas,
paboyee MeCTO MpernoiaBaTes.

Pa3padoTyuk:
Kadeapa UuCyY K.T.H., IOLEHT H.O.Kypanecosa

(mecmo pabombot) (3anumaemas OOJIHCHOCTb) (unuyuanvl, pamunus)
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1 [lepeyeHb KOMIIETEHIIUI ¢ YKa3aHHEM 3TaNoOB UX ()OPMUPOBAHUS B MPOLECCE OCBOEHUSA
0o0pa3oBaTeIbLHON NPOrPaMMbI

OrneHOYHBIE CPEJICTBA pa3pa0dOTaHBI IS OIIEHKH MPOQEeCCHOHATBHBIX KoMrteTeH it [TK-2.
1. INJIAHUPYEMBIE PE3YJBTATHBI ObYUYEHUA IO JUCHUIIVIMHE

[Tmanupyemble pe3yibTaThl OCBOCHHUS OCHOBHOW MpO(eCcCHOHAIBHOW 00pa3oBaTeIbHON
nporpammsbl (OITOIT) — koMneTeHIMU 00yYarOIIUXCS ONPENSTAIOTCS TPEOOBaHUSAMHU CTaHAApTa IO
HaIpaBJICHUIO TOJTOTOBKH (CIENHMATBHOCTH) W (OPMHUPYIOTCSI B COOTBETCTBUM C MATPHIICH
kommeteHuit OITOIT (Tabnuma 2)

[Tnaaupyembie pe3yiabTaThl O0OyUeHUS MO JUCIHIUTNHE — 3HAHUS, YMCHUS, HABBIKU U (WJIH)
OTIBIT JICSITEIIBHOCTH, XapaKTePU3YIOIIHE dTarnbl (POPMHUPOBAHHS KOMITIETCHIIMI U 00ECIICUYHNBAOIIIHEC
JOCTHXKECHHE TUIAHUPYEMBIX PE3yJbTaTOB OCBOCHHS 00pa30BAaTEIBHONU MPOTrpaMMbl, (OPMUPYIOTCS
B COOTBETCTBUHU ¢ kKapTaMu komrieteHiui OITOIT.

Taonuua 1

I[Inanupyemble pe3yabTaThbl 00y4eHHs MO AUCHUILIIHHE
Kox u nHaumeHoBanue Ko u nHanmeHoBaHMe HHANKATOPa JOCTHKEHUS KOMIIETEHIIUU
KOMIETEHLIUU
[IK-2. AaMuHHCTpUpOBaHKE [TK-2.1. AHanu3upyeT NpuHIUIE (PYHKITMOHUPOBAHUS allapaTHbIX,
CETEBOM MOJCUCTEMBI IIPOTPaMMHBIX U IPOrPaMMHO-AIIAPATHBIX CPEJCTB CETEBOM MOJCUCTEMBI
WHPOKOMMYHHKAITUOHHON MH(QOKOMMYHHKAITHOHHON CHCTEMBI OPTaHU3aIuN
CUCTEMBI OpraHU3aLH [IK-2.2. TIpoekTupyeT apXUTEKTypy anmnapaTHbIX, IPOrPAMMHBIX U

MIPOrpaMMHO-aIapaTHBIX CPEICTB CETEBOM MOACUCTEMBI
MH(QOKOMMYHUKAITHOHHON CHCTEMBI OPTaHU3AINN

IIK-2.3. ITpumensier cereBbie mogenu OSI u IEEE, cTpykTypy U OCHOBHEIE
MIPUHIIUTIBL PaboThI ceTH MHTEpHET

[IK-2.6. Ucmonb3yeT coBpeMeHHBIE CTaHIAPTHI, HOPMATHBHO-TEXHIHYECKYIO
JOKYMEHTAIMIO B 00J1aCTH HHYOKOMMYHHUKAIIHOHHBIX TEXHOJIOTHIA TPH
aJIMHHUCTPUPOBAHUHU YCTPONCTB M MIPOrPaMMHOI0 00eCTieueHUs

IIK-2.7. YgacTByeT B MPOCKTUPOBAHUH, KOH(OUTYPHUPOBAHUH H
IUIAHUPOBAaHUH ¢ TpeOyeMoll IPOU3BOAUTENFHOCTHIO U HEOOXOAUMOM
0€301acHOCTBIO CETEBBIX MOJCHCTEM HHPOKOMMYHHKAMOHHON CHCTEMBI
opraHu3alnuu

[IK-2.8. YyacTtByeT B HacTpOKe, aIMIHUCTPUPOBAHNN, BOCCTAHOBIICHUH
mpu cOO0sIX anmapaTHBIX, IPOrPAMMHBIX U IPOTPAMMHO-ANapaTHBIX CPECTB
CETeBOM MOJCHCTEMbI HH()OKOMMYHHUKAIIMOHHOW CUCTEMBI OpraHU3alliH

2 Onucanue nokasareJieil ¥ KpUTEPHeB OLCHNBAHUS KOMIICTCHIMI HA Pa3IMYHbIX ITANAX HX
(¢opmupoBaHus, onucaHue MK OLEHUBAHUSA

Pe3ynbrarel oOy4eHus 0 TUCHUIUIMHE «3amuTa WHpOpMaIMuy HapaBIeHUS TOATOTOBKU
09.03.01 «MudopMaTuka ¥ BHYHUCIUTENbHAS TEXHUKa» OMNPEIENAIOTCS MOKa3aTels MU U
KPUTEPUSIMH OIICHUBAaHUS C(HOPMUPOBAHHOCTH KOMIIETCHIIMMA Ha JTamax HuX (OPMHUPOBAHMS
MpeicTaBIeHbI B Ta0M. 2.

Tabmmia 2
Marpuua coOTBEeTCTBHS OIIEHOYHBIX CPEJICTB 3aAIIAHMPOBAHHBIM pPe3yJbTaTaM 00y4YeHus!

O1ieHOYHBIE CpENICTBA
Komnerenim
u




Texymui KOHTPOIIb IIpomexyTO4YHBINM KOHTPOJIb
OuenouHoe OKk3ameH
cpeactso 1

(mabopatopHoe

3aTaHMSN)

I1K-2.1. [K-2.1.

IIK -2.2. [IK -2.2.

IIK -2.3. IIK -2.3.
TK-2 IIK -2.6. [IK -2.6.

I1K -2.7. IIK -2.7.

IIK -2.8. [IK -2.8.

IMoka3zaresu U KpUTEpPUM oOLeHUBAHKUS CPOPMHUPOBAHHOCTH KOMIIETEHUUH (IPOMEKYTOYHOI 0
KOHTPOJIfA)

Ha »rame mnpoMexyTO4YHON aTTecTalMy MCHOJIb3yEeTCS CHUCTEMA OLEHKH YCIEBAaEMOCTHU
oOyJaromuxcsi, KOTopasi MO3BOJSET MPENoJaBaTeNi0 OIEHUTh YPOBEHb OCBOEHHUS MarepHualia
oOyuaromumucsi. Kpurtepunm oneHuBaHUs CHOPMHPOBAHHOCTH IUIAHUPYEMBIX pE3yJbTaToOB
o0ydeHus (IecKpunTOpOB) NpeacTaBiieHbl B kapte kommnerenuuu OITOIT.

@dopma OLEHKU 3HAHUI: OLEHKA - 5 «OTIMYHO»; 4 «XOpOIIo»; 3 «yIOBIETBOPUTEIBHON; 2
«HEYAOBIETBOpUTENbHO».  JlabopaTopHble  paOOTBl, MpaKTUYECKUE  3aHATHS,  IpPaKTUKa
OLICHUBAIOTCS: «3a4eT», «He3a4eT». BO3MOKHO MCTIONb30BaHUE OAIIIbHO-PEHTUHIOBOM OIICHKH.

IIIkasa oneHUBaHUA:
«3a4yeT» — BBICTABISETCS, €CITU CPOPMUPOBAHHOCTD 3asIBJICHHBIX JECKPHUIITOPOB KOMIETCHIIMA Ha
51 % u Gonee olLieHUBAETCSl HE HIDKE «YAOBIECTBOPUTENILHO» MPU YCIOBUHM OTCYTCTBHSI KPUTEPUS
«HEYJIOBIIETBOPUTEILHO». BpIcTaBisiercs, Korga 0OydaroUMiics MOKa3bIBaeT XOPOIINE 3HAHUS
M3Y4YEHHOr0 y4eOHOro Marepuana; CaMOCTOATEIbHO, JOTMYHO U MOCIEAO0BAaTEIbHO H3JIaraer U
MHTEPIPETHUPYET MaTepHalbl yu4eOHOTO Kypca; IMOJHOCTBIO PACKPBIBAET CMBICI MpPEasIaraéMoro
BOIIPOCA; BJAJEET OCHOBHBIMU TEPMHHAMHU U MOHATUSAMHU W3YYEHHOI'O KypcCa; ITOKa3bIBa€T YMEHHE
MEPEIOKUTh TEOPETUUECKHUE 3HAHUS Ha MTPEANOIaraeMblii MPAaKTUUECKUH OIIbIT.
«OTIUYHO» — BBICTABISETCS, €CIM C(HOPMUPOBAHHOCTH 3asIBJICHHBIX JECKPUIITOPOB KOMIETEHLUN
85 % Oomnee (B coorBeTcTBUM ¢ Kapramu kommereHiuii OITOII) oneHuBaeTcss KpuTepusMu
«XOpOLIO» U «OTIMYHO», NPU YCIOBUU OTCYTCTBHSI OLEHKH «HEYIOBJIETBOPUTEIBHO»: CTYAECHT
MOKa3zajl TMpOYHbIe 3HAHUS OCHOBHBIX TIOJOXKEHUH (DaKTHUECKOTO Marepuana, yMEHHE
CaMOCTOSITENIbHO pellaTh KOHKPETHbIE MPAKTUUECKHUE 3a/1a4Ml MOBBIIIEHHON CI0KHOCTH, CBOOOAHO
WCIOJIb30BaTh CIPABOYHYIO JMTEPATYpy, AejaTb 000CHOBaHHbIE BBHIBOJIBI U3 PE3YJIbTATOB aHAIN3A
KOHKPETHBIX CUTYaIIHH;
«Xopomuo» — BBICTAaBISETCA, €ClIi C(HOPMUPOBAHHOCTD 3asIBICHHBIX JIECKPUIITOPOB KOMIIETCHIIUN
Ha 61 % wu 6onee (B coorBeTcTBUM ¢ KapTtamu komneTeHIui OITOI) oneHnBaeTcs KpuTepusiMu
«XOpOILO» U «OTIUYHO», IIPH YCIOBUU OTCYTCTBHUS OLIEHKH «HEYIOBIETBOPUTEIBHOY, TOIYCKAETCS
OLIEHKa «yJIOBJIETBOPUTEIBHO»: O0YyYaIOUIUiics MOKa3ajl MpPOYHbIe 3HAHMSI OCHOBHBIX MOJIOKEHUMN
(akTHUECKOro MaTepualia, YMEHHE CaMOCTOSTENIbHO pellaTh KOHKPETHBbIE NMPaKTHUECKUE 3aJ]1auu,
MpeAyCMOTpPEHHBIE paboyeil MmporpaMMoi, OPHUEHTHUPOBATHCS B PEKOMEHIOBAHHOW CIPABOYHOM
JUTEPATYPE, YMEET MPABUILHO OLIEHUTD MOJTYUYEHHBIE PE3yJIbTAaThl aHAIN3a KOHKPETHBIX CUTYallUl;
«Y10BJIETBOPHUTEJBHO» — BBICTABIISETCS, €CIM CHOPMUPOBAHHOCTH 3asBJIEHHBIX JECKPUITOPOB
komnereHIMit 51 % u Gonee (B cooTBeTcTBUU ¢ Kapramu kKommnereHiuii OITOII) ouenuBaercs
KPUTEPUSIMH «yJOBJIETBOPUTEIBHO», «XOPOIIO» M «OTIMYHO»: OOydYarolIMics IMOKa3all 3HaHHE
OCHOBHBIX IOJIOKEHHH (DaKTHYECKOro Marepuaia, yMEHHE MOJYYUTh C MOMOILBIO MPEroiaBaTels
MpaBWJIbHOE pELIEHHE KOHKPETHOW MPaKTHYECKOW 3aJauM W3 YHUCJa MPelyCMOTPEHHBIX padoueit
IIPOrpaMMOi, 3HAKOMCTBO C PEKOMEHIOBAHHOM CIIPAaBOYHOM JINTEPATYPOH;
«HeynoBaerBopureibHo» «He3auer» — BbICTaBiIseTCS, €clid C(HOPMHUPOBAHHOCTH 3asiBICHHBIX



JECKPUNITOPOB KOMIIETEHIMI MeHee 4yeM 5/ % (B COOTBETCTBUM C KapTaMu KOMIETEHIMH
OIIOII): mpu oTBeTe 00YyUaIOIMIETOCS BBISIBUINCH CYIIECTBEHHBIC MPOOETBI B 3HAHUSIX OCHOBHBIX
MOJIOKEHUH  (PaKTHUECKOro MaTepHuaja, HEyMEHHE C TIOMOIIBIO TpernojaBareist MOJy4YHUTh
MPaBWJIbHOE pElIeHHE KOHKPETHOW MPaKTHYEeCKOW 3aJaud W3 YHUCla MpelyCMOTPEHHBIX paboueit
porpaMMoi yueOHOM! TUCIUITITNHBIL.

OTBeThl U pelleHHs OOyYaromMXCS OLIEHWBAIOTCS MO CJHEAYIOUIMM OOIIUM KpPUTEPHSIM:

pacrio3HaBaHUC HpO6HCM; OIMPECACIICHUC 3HAYUMOH I/IH(I)OpMaI_II/II/I; aHaJIu3 Hp06JICM;
APTYMCHTUPOBAHHOCTb, HCIIOJIb30BAHHC CTpaTeFHfI; TBOp‘—IeCKI/Iﬁ oaxoJd, BBIBOJBI, 06111as{
I'pPaMOTHOCTbD.

CooTBeTCTBHE KPUTEPHEB OICHUBAHUS CHOPMHUPOBAHHOCTH IUIAHUPYEMBIX PE3YIhTaTOB
o0ydeHus (IeCKpUNITOPOB) CUCTEMAM OLIEHOK MPECTABICHO B Ta0.

Tabmumna 4
HNuTerpajbHasi OeHKa
Kputepun TpagumuonHas oleHka BannbpHO-pedTHHTOBas OIIEHKA
5 5 86 - 100
4 4 61-85
3 3 51-60
2ul 2, Hezauer 0-50
5,4,3 3auer 51-100

OO6yuarommecst 00s13aHbI C1aBaTh BCE 3a/IaHMsI B CPOKH, YCTAaHOBJICHHBIC TIpenoaBaresieM. OneHka
«YIOBIETBOPUTEILHO» 1O  JUCIHUIUIMHE, MOXET  BBICTABIATHCS WM TpPU  HETMOIHOH
c(hOpMUPOBAHHOCTA KOMITETEHIIUM B XOJI€ OCBOEHHUS OTIEIHHON Y4eOHOW MMCIMIUIMHBI, €CIIU MX
(dbopMupoBaHHE TpeArnonaraeTcs MPOAOHKUTH Ha Ooyiee MO3MHUX dSTamax oOO0ydYyeHHs, B XOJe

W3YYEHUSI IPYTUX YUYEOHBIX TUCIUIUINH.

Iloxa3zatenu u KPUTECPUHU OLCHKHU JOCTHKEHUI CTYACHTOM 3allVIAHUPOBAHHBIX PE3yJbTAaTOB

0CBOCHHUA

AUCHUIIJIMHBI B X0A€ TEKYHIEIr0 KOHTPOJIA U l'lpOMe)KyTO'lHOi;I aTreCTalumn

Onenka,
Kpurepun
YPOBEHb
«OTJIMYHOY, CryneHT TmoOKas3ajd MPOYHBIE 3HAHWUS OCHOBHBIX IIOJOKEHUH (HaKTHIECKOTO
MOBBIIICHHBIA | MaTepUaia, yMEHHUE CAMOCTOSITENIbHO PelIaTh KOHKPETHbIE MPAKTUUYECKUE 3a/1a4u
YPOBEHB MOBBIIICHHONW CJIOKHOCTH, CBOOOJHO HCIIOJIb30BaTh CIPABOYHYIO JHUTEPATYPY,
JienaTh 000CHOBAaHHBIE BBIBOJIBI M3 PE3YJIbTATOB aHAIM3a KOHKPETHBIX CUTYaIUi
«XOPOLIOY, CryneHT MoOKa3all MPOYHBIE 3HAHUS OCHOBHBIX IOJIOKEHUH (PAKTHUECKOTrO
MOPOTOBBIN Marepuana, YMEHHE CaMOCTOSITEIbHO peniaTh KOHKPETHBIE NPAKTUYECKUE
YPOBEHb 3aauM, TPeAyCMOTpeHHble paboueil mporpaMmol, OpPUEHTHUPOBATHCS B
PEKOMEHJIOBAaHHOM CIPaBOYHOM JIUTEpAType, YyMEeT MpPaBUIBHO OLIEHUTH
MIOJIYYEHHBIE PE3YyJIbTaThl AHAJIN3a KOHKPETHBIX CUTYaIUi
«ynonetBoputT | CTyIEHT IMOKa3al 3HAHWUE OCHOBHBIX IMOJIOKCHHN (DAaKTUYECKOTO Marepuaa,
€JIBHOY, YMEHHE TMOJYyYUTh C TIOMOULIBIO IPENoAABaTeNsl MPAaBWIBHOE PEIICHHE
MIOPOTOBBIN KOHKPETHOW TPAKTUYECKON 3a/lauMl W3 4HCla MPEIyCMOTPEHHBIX paboueii
YPOBEHb MpOrpaMMoOM, 3HAKOMCTBO ¢ PEKOMEHAOBAHHON CIIPaBOYHOM JINTEPATypOi
«ueynoBneTBop | [Ipu oTBeTe CTYIEHTA BBISBHIUCH CYIIECTBEHHBIE TIPOOEIBI B 3HAHUSIX OCHOBHBIX
UTEIBHOY, MOJIOKEHUH (haKTUYECKOTr0 MaTepuasia, HEyMEHHE C MOMOIIBIO0 MpernoJaBaTelis
YPOBEHb HE MOJYYHUTh MPABUWIBHOE PELIEHWE KOHKPETHOM MPAKTUYECKOW 3aauyd U3 YHCIIA
chopMUpOBaH | MPEAYCMOTPEHHBIX paboueii mporpaMMon yueOHON AMCIUIIIIMHBI




3 TunoBbie KOHTPOJIbHBIC 3aJaHUSI WM HHbIe MAaTEePHAJIbl, HE00X0AMMbIe /IS OLECHKHU
3HAHMH, YMEHHMiH, HAaBBIKOB M (WJIH) ONBITA [AeATEJbHOCTH, XaPaKTePU3YKIIUX ITAIbI
(opMupoBaHMs KOMIIETEHIIUI B poLecce 0CBOCHNSI 00pPa30BaTeIbHOI MPOrpaMMbl

[lepeuenb KOMIIETEHLINI U UHIUKATOPOB JOCTUKEHUS KOMIIETEHIINH, JIJIs1 OLICHKU
c(hOpPMHUPOBAHHOCTH KOTOPHIX HCTIONB3yeTcs nanHbiii @OC

Ko u HaumeHoBaHue Kon 1 HauMeHOBaHHE HHAMKATOPA JOCTHKEHUS
KOMIIETEHIIMHU KOMIIETEHLIMH, peaTn3yeMble TUCHHUILIMHON
[1K-2. AnmMuHUCTpUpOBaHHE [1K-2.1. Ananuzupyert npuHLIUIBI QYHKIIMOHUPOBAHUS
CETEBOH MOJICHCTEMBI anmapaTHBIX, MPOTrPaMMHBIX ¥ IPOrpaMMHO-aNIapaTHbIX
MH(OKOMMYHHUKALIHOHHON CPEJICTB CETEBOM MOCUCTEMBI HHHOKOMMYHHUKAIITMOHHON

CHUCTCMbI OpraHu3anuu CHCTEMBI OpPraHHM3aluu

[TIK-2.2. [IpoeKTupyeT apXUTEeKTypy anmnapaTHbIX,
IPOTPaMMHBIX M ITPOrPaMMHO-AIAPaTHBIX CPEJCTB
CETEeBOM MoACUCTEMBI HH()OKOMMYHHUKAIIMOHHOM CHCTEMBI
OpraHu3aIiu

ITK-2.3. ITpumensier cereBbie Moaenu OSI u IEEE,
CTPYKTYPY ¥ OCHOBHBIE IIPUHIIUITBI PAOOTHI CETH
HNutepner

I1K-2.6. cnonp3yeT COBpPEMEHHBIE CTaHAAPTHI,
HOPMAaTHUBHO-TEXHUUYECKYIO JOKYMEHTAIIMIO B 001acTh
WH(OKOMMYHHUKAIIMOHHBIX TEXHOJOTUH TPH
aIMUHUCTPUPOBAHUU YCTPONUCTB U MPOTPAMMHOIO
obecrieueHHs

[1K-2.7. YuacTByeT B IPOEKTUPOBAHUHU,
KOH(QHUTypUPOBAHUH U IJIAHUPOBAHUH C TpeOyeMOoit
MIPOU3BOAUTEIHHOCTHIO M HEOOXOIUMON O€30MaCHOCTHIO
CETEBbIX MOJCHCTEM HH()POKOMMYHHUKAIIMOHHON CUCTEMBI
OpraHu3anuu

I1K-2.8. YuacTByeT B HacTpoiike, aIMUHUCTPUPOBAHUH,
BOCCTAHOBJICHHUH NP cOOSIX annapaTHbIX, IPOrPaMMHBIX
U IPOrPaMMHO-AMIMAaPaTHBIX CPEICTB CETEBOM
MOJICUCTEMBI UH(OKOMMYHUKAIIMOHHOW CUCTEMBI

OpraHu3anuu

Homep Copnep:xanue Bonpoca [IpaBUIBHBIN OTBET Ha 3a1aHne
3a1aHUs

I. Bri6epuTe npaBUiIbHBINA BapHaHT OTBETA D

OnHMM 13 OCHOBHBIX IIPUHIIUIIOB
oOecneueHus HHHOPMaLMOHHON
6€301acHOCTH B MH(POPMALIMOHHO-
KOMMYHHKAIIMOHHBIX CPeJlaX SBIISIOTCS
KOTOPBIN
IpernoiaraeT HeoOX0IMMOCThb yueTa BCeX
cnabbIx U ysa3BUMbIX MecT ACOU,
BO3MOXXHBIX OOBEKTOB U HalpaBJICHU aTak,
BBICOKYIO KBAIM()UKALIUIO 3710yMBIIUICHHUKA,
TEKYLIMX U BO3MOXKHBIX B Oy/yIlIEeM KaHAJIOB
peanu3anyu yrpos.

A) npuHIUI pa3yMHOM TOCTaTOYHOCTH

B) npuHLIMI HENPEPBIBHOCTY 3AILUTHI

C) NpUHITUIT KOMIUICKCHOCTH




Howmep
3a/1aHUS

Coneprxanue Borpoca

IIpaBUIIBHBIN OTBET Ha 3ajanue

D) npuHIND CHCTEMHOCTH

2.

BriOepure npaBUIIbHBIN BapUaHT OTBETA
OnHUM U3 OCHOBHBIX MPUHIIAIIOB
obecrieueHnss THPOPMAITMOHHOM
6e30macHOCTH B MH(POPMAITMOHHO-
KOMMYHHUKAITHOHHBIX CpellaX sSBIISTFOTCS
KOTOPBIN

IpearoiaraeT BO3MOKHOCTh BAPbUPOBATh
YPOBEHbB €€ 3allUIIEHHOCTU

A) IpUHLUI CUCTEMHOCTH

B) npuHLIKI KOMIUIEKCHOCTH

C) npuHLIHKI HENPEPHIBHOCTH 3aIUTEHI

D) NPpUHIHAT THOKOCTH YiIpaBJCHUA U
HNPUMEHCHUH CUCTEMbI 3AIIINTDI

D

Bribepure npaBUIIbHBIN BapUaHT OTBETA.
AHanu3 ceteBoro Tpaduka B
MH(POPMAIMOHHO-KOMMYHHUKAITUOHHBIX
cpeliax OCYLIECTBISETCS MTyTEM €ro
nepexBara SIBIISIETCS] BHYyTPUCETMEHTHOM
aTaKo¥ M HAIpaBIIeH Ha MepexBaT U aHAIU3
nHpOpMaInH, peTHa3HAYeHHON IS JIF000T0
1K, pacmnono»keHHOro B TOM K€ CeTMEHTE
CETH, UTO U 3IIOYMBIIUICHHUK ¥ HAa3bIBACTCS
A) DoS araxkamu (DoS — Denied of Service)
B) Mackapan (spoofing)

C) Cunddunr (sniffin

D) ®ummunr (fishing)

BriGepuTe npaBuIIbHBIN BapUaHT OTBETA.
[Ipu opranuzanuu 6€30MacCHOCTH JOCTYIIA B
MH(OPMALIMOHHO-KOMMYHHUKAIIHOHHBIX
cpeaax MEXCETEBBIE SKPaHbl OCYILECTBIISIOT
(bUIBTpaIUIO BXOASAIIMX B CETh U UCXOISIINX
W3 CETH MAKETOB Ha OCHOBE WH(OpMAITUH,
coaepxarmuxcs B ux TCP u IP 3aronmoBkax,
Ha3BIBAIOTCS

A) uabTpyONIKMEe MAPIIPYTH3ATOPbI

B) nuto3sl ceTeBoro ypoBHs

C) nuTr036I TPHUKJIAAHOTO YPOBHS

D) MapmpyTH3aTOphl 3alUThI

Bribepure npaBuIIbHBINM BapUaHT OTBETA.
[TocraBnennas 3amavya: Hactpouts GyHKINIO
Port Security kommyTatopa cepuu DES-3810
Ha pexuM 3anomuHanusg MAC-aapecos; 1o
YMOJIYaHHIO BCE TIOPTHI HAXOAATCS B PEXKUME
continuous. Beibepure mapamerp HaCTpOUKH
A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

Bri0epuTe npaBUILHBIA BAPHAHT OTBETA.




Howmep
3a/1aHUS

Coneprxanue Borpoca

IIpaBUIIBHBIN OTBET Ha 3ajanue

[TocraBnennas 3anada: HactpouTsh QyHKIHIO
Port Security kommyTtaropa cepun DES-3810
Ha CTaTHUYECKOE 3a/IaHNE PA3PEIICHHBIX
MAC-aapecoB Jisi pe)KUMOB static 1
configured

A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

Bribepure npaBUIIbHBIN BapUaHT OTBETA.
[TocraBnennas 3agada: Hactpouts QyHKIHIO
Port Security kommyratopa cepuu DES-3810
Ha MakcuMmaibHoe kKonnuectBo MAC-
aZipecoB, KOTOpoe OyeT pa3pelIeHO Ha TOPTY
A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

Bribepure npaBUIIbHBINA BapUaHT OTBETA.
IlocraBnenHnas 3anava: Jlana cxema cetu
(pucyHok). OnumuTe AelcTBUS BHECEHHBIX
HAaCTPOEK

Ynpaensemsiit KoMmyTaTop

[ DNk - = = = = = = = = o o o SO

[— o sl o ol el [T

= E ] L R Ty
Mopt 1/0/2 Mopr 1/0/18

Heynpasnaembli
KOMMYyTaTop

’jﬁ . <
NG -

nK2

Switch# configure terminal

Switch(config)#interface range ethernet
1/0/1-24

Switch(config-if-range)#switchport port-
security

Switch(config-if-range)#switchport port-

security maximum 1

A) BKIw4YeHa Ha noptax 1/0/1-24 dbvHknusa
Port Security ¥ ycTaHOBJIEHO

MAKCHMAJIbHOE KOJNYECTBO H3YYaeMbIX
KaxabIM noproM MAC-aapecoB paBHoe 1
B) ycranoBien pexum paboThl pyHIHN
Delete on Timeout




Howmep
3a/1aHUS

Coneprxanue Borpoca

IIpaBUIIBHBIN OTBET Ha 3ajanue

C) yka3aHo JeiiCTBUE NP NPEBbILICHUN
MakcumainbHoro ynucia MAC-anpecoB —
orpaanueHue (Restrict)

D) HacTpoeHO BpeMs KU3HH IS
nuHaMu4yecku udydyeHnoix MAC-aapecos
paBHOE 3 MUHYTaM

Bribepure npaBUIIbHBINA BapUaHT OTBETA.
IlocraBnenHas 3anava: Jlana cxema cetu
(pucyHok). OnumuTe AelcTBUS BHECEHHBIX
HAaCTPOEK

Ynipagnsiemel i KOMMYTaTop
| =8~ -
E wl

L

Heynpas naembiit
KOMMYTaTop

Switch(config-if-range)# switchport port-
security aging time 3

A) BxmroueHa Ha optax 1/0/1-24 ¢pynkuus
Port Security 1 ycTaHOBICHO MaKCUMAIbHOE
KOJMUYECTBO MU3yYaEMbIX KaXkJIbIM IIOPTOM
MAC-anpecos paBuoe 1

B) ycranoBnen pexxum paboTsl GyHIHH
Delete on Timeout

C) yka3aHo JeiicTBUE NPU MPEBLIIICHUN
MakcuMaiabHOro uncia MAC-anpecoB —
orpanndeHue (Restrict)

D) HAaCTPOECHO BPEMH KUHU JIH

anHaMu4veckn n3yyeHnbix MAC-anpecon
paBHOe 3 MUHYTAM

10.

BriGepuTe npaBuIIbHBIN BapUAHT OTBETA.
IlocTaBnennas 3agaya: /Jlana cxema cetu
(pucyHok). OnumuTe AecTBUS BHECEHHBIX
HAaCTPOCK

D-Link

nK1 nK2
MAC-aapec: 00-50-BA-00-00-01  MAC-appec: 00-50-BA-00-00-02

Switch(config)#mac-address-table static

0050.BA00.0001 vlan 1 interface ethernet

1/0/2

Switch(config)#mac-address-table static




Howmep Coneprxanue Borpoca IIpaBunbHBIN OTBET Ha 3ananue
3a/1aHUS

0050.BA00.0002 vian 1 interface ethernet
1/0/18

A) Bumtouena Ha noprax 1/0/1-24 ¢pynkums
Port Security u ycTaHOBIEHO MaKCUMaJIbHOE
KOJIMYECTBO M3YYaeMbIX KaXKIbIM IOPTOM
MAC-anpecoB paBHoe 1

B) co31aHbl cTaTHYECKHE 3aATUCH LIS

MAC-anpecoB pa6o4ux CTAHIMM,
NOAKJIIOUYEHHBIX K mopTtam 1/0/2 u 1/0/18

C) yka3aHo JeiicTBUE NPU MPEBLIIICHUN
MakcuMmaiabHoro uncia MAC-anpecoB —
orpanndeHue (Restrict)

D) nactpoeHo BpeMs XKU3HU AJIs
TMHaMU4ecku uzydeHHbix MAC-anpecoB
paBHOE 3 MUHYTaM

11. BriGepuTe npaBUIbHBINA BapHaHT OTBETA. A
Ha pucyHke nmokaszaHna cxema

P
=

S

Cepeep-xeprea

Xaxep Lenp ynpagnexna
GotHetom
KomnbioTepbi-30m6u

A) DDoS arakamu (Distributed Denial of
Service)

B) Mackapan (spoofing)

C) Cauddunr (sniffing)

D) ®ummsr (fishing)

12. Bribepure npaBUIIbHBIN BapUaHT OTBETA. B
Beicuyto crenens 3amurtel 00ecrieynBaeT
MeTo 1 H(poBaHUs HHPOPMALIUU

A) xemmpoBaHue

B) rammupoBanue

C) 3aKpBITHIX KIItOUEHN
D) npodwuiteit moyip3oBarennei

13. Bribepure npaBUIIbHBINA BapUaHT OTBETA. A
Active Directory ucroib3yet mpoTOKOJ

A) LDAP (Lightweight Directory Access
Protocol

B) ICMP (Internet Control Message Protocol)
C) SNMP (Simple Network Management
Protocol)

D) RAMUS




Howmep Coneprxanue Borpoca IIpaBunbHBIN OTBET Ha 3ananue
3a/laHus
14. Bribepure npaBUIIbHBINA BapUaHT OTBETA. D
[Iporokon ayis peanuzanuu ayTeHTU(UKALINH,
aBTOpH3aLMU U cOOpa CBEACHUH 00
HCIIOJIb30BaHHBIX pecypcax, pa3paboTaHHbIN
JUISL TIEpelauv CBEACHUI MEXKTY LEHTPAIbHOMN
maThopMoii 1 000PyTI0BAHUEM.
A) UDP (User Datagram Protocol)
B) SNMP (Simple Network Management
Protocol)
C) RSVP (Resource ReSerVation Protocol)
D) RADIUS (Remote Authentication in
Dial-In User Service)
15. Bribepure npaBUIIbHBIN BapUaHT OTBETA. A
Kpunrocucrema ¢ OTKPBITBIM KIIIOUOM,
OCHOBAHHAs Ha TPYAHOCTU BBIYUCICHHS
JTUCKPETHBIX Jorapu(MoB B KOHEUHOM TOJI€.
Kpunrocucrema Bkiitoyaet B ce0st airOPUTM
muGpOBaHUS U AJITOPUTM ITUPPOBOM
MOJIIHCH.
A) Cxema Jab-I'amanus
B) ITporoxon MTI/A(
C) IIporokon [npdhu—Xenimana
D) ITporokoa Station-to-Station
16. Ha pucynke npeacraBieHa cxema CeTH C bezonacHocTh B MH(pOpPMALIMOHHO-
obecrieyeHreM 0e30MacHOM nepeaadn KOMMYHUKAIIHOHHOU Cpezie JTaHHOM
naHHbIX. Ha ocHOBe Kakoi TeXHOJIOTUU OpraHM3allii OpraHu30BaHHA Ha OCHOBE
OpraHu3oBaHHasi 0€30I1aCHOCTD B BUPTYyaJIbHOM YaCTHOM CETH.
H(OPMaLIMOHHO-KOMMYHHUKAIIMOHHOM cpejie
opraHuzanuu?
g N
N\~
7 Internet
17. VYKaXuTe TEXHOJOTHIO OPTraHU3aluu [Ipu opranuzanmu 6€30MaCHOCTH
0€30macHOro 10cTyna B MHQOPMAIIMOHHO-  (IOCTyINa B MH(POPMALMOHHO-
KOMMYHHUKAI[HOHHBIX CUCTEMaX IMPH KOMMYHHUKAITHOHHBIX CHCTEMAax
MH(GOPMALIMOHHOM CKPBITUU PEYEBOIA. MH(POPMALIMOHHOE CKPBITUE PEUeBOi
nH(popmanuu odecrneurBaeTcs
TEXHUYECKUM 3aKPBITHEM aHAJIOTOBBIM
CKpeMOJupOBaHuEM U MIN(POBaAHUEM
CUTHAJIOB pe4eBOil HH(pOpMaIHH,
nepeaaBaeMbIX 1Mo KademsMm u
paiioKaHaIaMm.
18. Onumure aeiicTBue KOMaHAbl KoMmMyTaTopa |Bxitouenue nopra 10 mocine Toro, Kak oH

cepuu DES-3810 ¢ynkmuro Port Security

switch(config)# port-security 10 clear-

o111 BBIKITIOUEH Port Security, To ecTb
rociie ero OJOKUPOBKU



https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D0%B5%D1%87%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%BB%D0%B5
https://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%81%D0%BA%D1%80%D0%B5%D1%82%D0%BD%D1%8B%D0%B9_%D0%BB%D0%BE%D0%B3%D0%B0%D1%80%D0%B8%D1%84%D0%BC
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intrusion-flag
switch(config)# interface 10 enable
19. OnumuTe AeicTBUE KOMaHIbl kKommyTatopa |Hactpoena ¢ynkus Port Security ¢
cepun DES-3810 ¢ynxnuro Port Security ayreHtudukanueit 802.1X na nopr 10.
Pexxum koHTpOIS auto
switch(config)# aaa port-access
authenticator 10 control auto
20. Ha pucynke nokazana cxema AyTEeHTUDUKALHIO TTPH TOMOIIN
ayTeHTU(UKALUYA METOJIOM_CEPTU(PHUKATOB.  |cepTU(UKATOB 00eCeUNBAaIOT HECKOIBKO
[IpuBeauTe npuMepsl MPOTOKOJIOB KOTOPBIE  [pacpOCTPAHEHHBIX IPOTOKOJIOB, B
IIPU 3TOM UCIIOJIb3YIOTCS. YaCTHOCTH, HanboJjiee U3BECTHBIN U
——— 3anpoc wa ayrenumanno. ——» (= LIMPOKO PacIpOCTPaHEHHBINH ITPOTOKOJ
. e e a SSL, KOTOPBIii TIPUMEHSAETCS
& CEEY «—croten 1, corts, Torenerz — (2 MIPAKTUYECKH B KaX10M web-0paysepe.
S S [TOMHMO HETO HPUMEHSIOTCS IIPOTOKOJIBI
TLS, IKE, S/MIME, PGP u Open PGP.
21. Onumute ais yero ucnonb3yercs [Iporokon ([Iporokon [uddbu — Xenamana —
Huddu — Xennmana (Diffie—Hellman key  |kpuntorpaduueckuit mporoxo,
exchange protocol, DH). TTO3BOJISIOIINKA IBYM U 00Jiee CTOpOHAM
MOJYYUTh OOIIMKA CEKPETHBIN KIT0Y,
HCTOJIb3Ys HE3AIIUIIEHHBINA OT
IIPOCITYLIMBAHUS KaHAI CBSI3U.
[TomyueHHBIN KIH0Y UCIIOJIB3YETCS IS
mmdpoBaHus ganabHENIIero ooMeHa ¢
MTOMOLUIBIO AITOPUTMOB CHMMETPUYHOTO
mudpoBaHUsL.
22. [Tepeuncnure ucrounuku yrpos B Ethernet.  [Mcrounuk yrpo3 aenst Ha 2 Tuna:
1) HICTOUHUKH YTPO3 B CaMOii CUCTEME;
2) UCTOYHUKHU yTPO3 BHE CUCTEMBI.
23. Ha pucynke npencrasnena cxema miocko  |IL1rocel BapranTa npeajioxKEHHON CXEMBI
ceru. [Joctyn y31n0B B IHTEpHET IJTOCKOM CETH:
ocyuectsisiercs yepe3 NAT, a noctyn k 1) MunumainbsHble TpeOOBaHUS K
cepucaM u3 Matepuer uepes Port ¢dbyukuuonany [IFW (MoxHO caenathb
forwarding. Onuimre JOCTOMHCTBA T MPAKTUYECKH Ha JII000M, JTaxe
HEJ0CTaTKU JAHHOMN CXEMBI JIOMaITHEM pOyTepe).
2) MuHHManbHbIe TPeOOBAaHUS K 3HAHUAM
CHeIHaINCTa, OCYLIECTBIISIOIIETO
peann3anuio BapuaHTa.
3) Munychl BapuaHTa:
4) MUHUMAaNbHBIA YPOBEHb
0€30MMacHOCTH.
it 388
6 333
24. Ha pucyHnke npeacraBieHa cxema CeTH C [1nrocel BapuaHTa MpeaoKEHHON CXeMbl

DMZ. [Ins yBenuueHus ”HGOPMAITMOHHOMN
0€30MacHOCTH, JIaHHBIE IOCTYITHBIE U3
HHTepHeT, IOMEIaT B CHENUAIbHO

cetu ¢ DMZ:
1.I1oBbIlIEHHAY 3AIAIIIEHHOCTS CETA OT
B3JIOMOB OTAEIbHBIX CEPBHUCOB. [laxe



https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D0%BE%D0%B5_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D0%BE%D0%B5_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/NAT
https://en.wikipedia.org/wiki/Port_forwarding
https://en.wikipedia.org/wiki/Port_forwarding

Howmep Coneprxanue Borpoca IIpaBunbHBIN OTBET Ha 3ananue
3a/laHus
BBIJICJICHHBIM CETMEHT — €CIIM OJIMH U3 CEepBEPOB OyIET B3JIOMaH,
IeMuIuTapu3oBannyo 300y (DMZ). DMZ  |Hapymmrens He CMOXKET IMOJTYYUTh
OpraHU3YeTCs C MOMOIIBI0 MEKCETEBbIX JIOCTYII K pecypcam, HaXoSIIIUMCSI BO
9KpaHoB, oTaessomux ee ot Marepuer (IFW)|BHyTpeHHel ceTn (Hanpumep, CETEBBIM
u ot BHyTpeHHel cetu (DFW). Ilpu aTom IIPUHTEPAM, CUCTEMAM
npaBuiia GUILTPAIIMH MEKCETEBBIX SKPAHOB  (BUJICOHAOIIOACHUS | T.1I.).
BBITJISIIAT CIEAYIONUM 00pa3oM: MuHychl BapraHTa:
1.3 BHyTpeHHEH ceTH MOKHO MHUIIMKUpoBaTh [1.CaMm 1o cede BrIHOC cepBepoB B DMZ
coenuueHuss B DMZ u 8 WAN (Wide Area  |He MOBBIIIAET X 3aITUIIICHHOCTD.
Network). Heo0xoauM gomonHuTenbHbIM MO st
2.113 DMZ M0HO UHUIIMPOBATH otaeneHuss DMZ ot BHyTpeHHEN CETH.
coenuHenusd B WAN.
3.3 WAN MOKHO MHUIIUMPOBATh
coenuHenus B DMZ.
4 Inuumanusa coequnenuit us WAN u DMZ
KO BHYTPEHHEH CETH 3aIpelicHa.
25. Ha pucynke npeacraBieHa cxema CeTH C BasxHble MoN0OKHUTENbHBIE CBOMCTBA

DMZ.

O6mas cxema pabOTHl JAHHOTO BapHaHTa
BBITJISIIUT CIIETYIOIIUM 00pa3oMm:

1.Ha cepep B DMZ uncramnupyercs
SSH/VPN cepsep, a Ha cepBep BO
BHYTpeHHel cetu nHcrampyercss SSH/VPN
KJIUEHT.

2.CepBep BHYTPEHHEH CETU HHULIMUPYET
IIOCTPOEHUE CETEBOr0 TYHHEIIS JI0 CEPBEpPa B
DMZ. TyHHenb CTPOUTCS C B3aUMHOU
ayTeHTH(UKaLuel KIMeHTa u cepBepa.
3.CepBep n3 DMZ B paMmkax mOoCTpOEHHOTO
TYyHHEJII UHULUUPYET COEAUHEHUE 10
cepBepa BO BHYTPEHHEN CETH, IO KOTOPOMY
NepelaloTCs 3aLUIIAEMbIE IaHHBIE.

4.Ha cepBepe BHYTpEHHEN CETH
HACTPAUBAETCS JIOKAJIbHBIA MEKCETEBOM
9KpaH, punpTpyrouuii TpaduK, TPOXOIAIIHIMA
10 TYHHEIIIO.

[lepeuncnure nonoKUTEIBHBIE CBOMCTBA
ucroiibzoBanus OpenVPN,

- SSH/VPN TyhHens -

SSH/VPN Tymsens

DFW

-

W > 1

W1

Cepsep 8 DMZ Cepeep B0

BHYTPEHHEW CeTh

ucnosnbs3oBanus OpenVPN B nanHoi
CXEME CeTH:

1. KpoccmiaThopMeHHOCTb.

2. BOo3MOXHOCTb IOCTPOEHUS TYHHEJEH ¢
B3aMMHOM ayTeHTH(UKAKEH KIIMeHTa U
cepsepa.

3. BO3MOXHOCTb UCIIOIb30BaHUS
cepTUPHULUHUPOBAHHON KpUNITorpaduu.



https://openvpn.net/
https://openvpn.net/
http://www.cryptocom.ru/products/openvpn.html
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26.

Haiite onrcanue nousituro ['amma mudpa.

I'amma mudpa — nceBpociyyaitHas
MIOCJIEI0BATEIbHOCTD, BEIpadaThiBaeMast
10 OTIPE/ICTICHHOMY aJITOPUTMY,
UCTIONIb3yeMast ISl 3aIIu(pPOBKH
OTKPBITBIX JTAHHBIX U NEeMIHU(POBKH
mmgporekcra. Mcnons3yercs npu

1 (ppPOBAHUU METOJIOM F'AMMHUPOBAHHUSL.

27.

Onuiure NOHATHE KPUNTOAHATUTHYECKAS
aTaKa KOMIIbIOTEPHOU CETH.

JIro0ast mombITKA CO CTOPOHBI
3JI0YMBIIIJICHHAKA pacIupoBaTh
mudpotercT C U MOTYYUTh OTKPBITHIN
TeKcT M He nMes NOoJIMHHOTO KITfo4a,
HAa3bIBAECTCS KPUMTOAHATUTUYECKOU
aTaKoM.

28.

[epeurcnuTe OCHOBHBIE IPUHIIUTIBI
WCIOJIb3YEMBIC TTPH MMOCTPOCHUH CTOUKUX
mudpoB.

IIpu mocTpoeHUH CTOMKUX MIKH(PPOB
HEe0OXO0IMMO HCIIOIB30BATh IBa
OCHOBHBIX IIPUHIIUIIA — PACCEUBAHHE U
NCPEMCIINBAHUC.

29.

MexaHu3mbl 6€30MacHON yIaleHHOM
ayTeHTU(UKALIUU [10JIb30BaTENEH.

s obecnieueHus OMJIMHHOCTH KaHaia
CBSI3H, M 3AIUTHI OT aTaK MOBTOPAMHU
0OBIYHO HCTIONB3YIOT METO/I 3aIpocC-
OTBET, JIM00 MEXaHNU3M OTMETKHU
BPEMCHU.

30.

[IpuBenuTe HE MEHEE TPeX MPOTOKOJIOB
ylaJeHHON ayTeHTU(UKAIUY TTOJIb30BaTENCH.

Tpu npumepa MOXKHO BbIOpaTh U3
JAHHOT'O CIIMCKA IPOTOKOJIOB YAAJIEHHOU
ayTEeHTU(UKALIUY TI0JIb30BaTENIEH:

- CHAP

- EAP

- IPSec

- SSH

-TLSv 1.2

31.

[IpuBennTe HE MEHEe TpeX WU3MEHEHUH IpPH
JUHAMUAYECKON CErMEHTalUU CEeTU

Tpu npumepa MOXKHO BbIOpaTh U3
JAHHOTO CIIMCKA U3MEHEHUM MpU
)IHH&MI/I‘-ICCKO?I CEIrMCHTAIUN CCTHU.
- MpaBUJIa KOHTPOJIA JOCTYIIA;

- COCTaB IPyMI MOJIb30BATEIIECH;

- MECTOHAXO0K/IEHUE TPYIII
M0JIb30BaTENEH U T. 1.

32.

[lepeuncnure ycaoBus AJisg NIPOBEACHUS
CEerMEHTAIIUHU CETHU C UCTIOJIb30BaHUEM
crangapra 802.1Q

J171s IpoBeIeHUs] CETMEHTAITUH C
HcIonb30BaHueM cranmapta 802.1Q
HE00X0IUMO:

- YeTkas azmpecainusi CeTH, MacKH,
network address, broadcast address.

- [IpyHIMT JTOTMYECKOTO pa3/ieNeHus
CETH: 1O OTJENIaM, ITaKaM, THITY
Tpaduka u T.1. B oqHOM cermeHTe
peKoMeHayeTcs Iepxkath He Oonee 126
YCTPOMCTB.

- KommyTaTopsl, moaaepKuBaromme
802.1Q. MapmpyTu3atop ¢ MoAAEePKKOH

802.1Q.
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33.

[TocraBnena 3agaua: Opranu3oBarb
orpeziesieHUue MPUHAIIICHKHOCT TOJIB30BaATEIS
K HY’KHOU I'pyMIIe IPU €ro MOAKIIOUYEHUN K
cetd. ONMUIINTE KPATKO BAIll MPETIOKECHUS
10 PEUIEHUIO JAHHOM 3a/1a4H.

Jannast 3a1a4a OOBIYHO PEIASTCs C
MIOMOMUIbIO ayTeHTU(UKALIUN U
aBTOPU3ALIUU C UCIIOJIH30BAHUEM
npotokoia 802.1x na RADIUS-cepBepe
("4acTo ¢ UCIOJIb30BaHUEM JIAaHHBIX U3
KOPIOPaTUBHOM CIIyKObI KaTaJloT 0B,
Hanpumep Active Directory). Boamoxxno
MPUMEHEHUE U IPYTUX METO/I0B —
CTaTHYECKOTO TIOMEIICHHSI
M0JIb30BaTeNel B 3aBUCUMOCTH OT MOpTa
noaxirouenust, VLAN’a, IP-noaceTn,
apropuzanuu no MAC-anpecy u Tak
Jlajnee B 3aBUCUMOCTH OT BO3MOKHOCTEH
HCTOJIb3yeMoro cepBepa AAA u
000pyd0BaHHS.

34.

[ToctaBnena 3amayva: M3onmupoBats Tpaduk
noJib30BarteNs rpynmslil ot Tpaduka
MOJIb30BATENICH APYTUX TPYIII IIPH Tepeade
IO CETH.

JlaHHas 3a/1a4a TPaJULMOHHO PEIIaeTCs
IIyTEM CO3JaHMsI OTAEIbHBIX
BUPTYaJIbHBIX TOMOJIOTUH JUIsl KaXKA0H
rpymnmsl nojas3osarenei. Kak nmpasuio,
3TO JI€JAETCS C IOMOILBIO TEX WJIM UHBIX
CPEJCTB BUPTyalIu3aluu cetu. B ciydae
HEeOOJIBLIMX CeTel 3TUMU CPEeICTBAMU
00b1yHO sBistOTCE VLAN’BI M TpPaHKH
802.1Q. st GonpImx ceTel XapaKTEepPHO
npumeHenne MPLS VPN.

35.

[TocTaBnena 3amaya: OO6eceYUTh TOCTYT
MOJIH30BATENS K TEM pECypcam, K KOTOPBIM OH
JIOJDKEH UMETh JOCTYII U, 3a0JIOKMPOBAThH
JIOCTYII KO BCEM OCTaJIbHBIM pecypcam

JlaHHas 3a/1a4a KaK MPaBUIIO, PEIIaeTCs
MaKkeTHOU (uubTpanueil Ha ocHoBe [P-
anpecoB. KoHTpoub gocTyna MoxeT ObITh
peanu30BaH KaK TAKUMH «TPyOBIMI»
CpeACTBaMU, KaK CIIUCKUA KOHTPOJIS
nocryna (ACL) Ha aneMeHTax ceTeBoi
UHPPACTPYKTYPHI, TAK U «TOHKOH»
¢bunbpTpanueil Ha CUCTEMax 3aIUThI
HoBoro nokoieHus (NGFW, NGIPS),

36.

[Tepeuncnure Buasr ACL

Crnucku noctyna ObIBaroT:
CrangapTHbie
Pacmmpennsie
JnaaMmudeckue
PednexcruBHbIE
IloBpeMeHHEIE

37.

[Tepeuncnure 1Ba OCHOBHBIX CIIOCO0A
MO3BOJISIOIINX YCTaHABIMBATh YJICHCTBO B
VLAN.

Cy1iecTBYyIOT 1Ba OCHOBHBIX CIIOCO0A,
MO3BOJISIOIINX YCTAHABIMBATH YICHCTBO
B VLAN:

1) cratnueckne VLAN;

2) nuaamuaeckue VLAN.

38.

Bo3smorkuo nu ncnosnbp3oBanne VLANOB kak
METO/1a 3alIUThI OT IIUPOKOBENIATEILHOIO
mropma?

OOHUM B3 METOJOB 3alIUTHI OT
HMPOKOBEMIATEIBHOTO IITOPMA SBJISIETCA
pasznenenue cetu Ha VLANBI win Ha
pa3IMYHbIE CETH KAaHAIBHOTO YPOBHS, YTO
JIOKaJU3yeT MITOPM B IIpeesiax OJHOTO
VLAN/oHOI TOACETH.



http://xgu.ru/wiki/VLAN
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3aJaHMsI

39. Ha pucyHnke npeacrapiieHa cxema CETH. Heobxomumo HacTpouTh poTokon STP
Onumute Kakue HeoOxoauMbl HacTporku s (ctanaapte IEEE 802.1D unu mpoTokoJibl
HCKJIIOYEHMS IIMpOKoBelaTenpHoro mropma (cemeiictsa STP (RSTP, MST).

B IIETJIE.
SR
P

40. Jlj1g 4ero B CeTAX UCMOIb3YIT AJITOPUTM Anroput™ STA npenycMarpuBaeT
CBA3YIOIIETO AepeBa (Spanning-Tree CBOOOJTHOE OT TETEeJTh TTOIMHOXKECTBO
Algoritm) (sta) TOMNOJIOTUH CETU MyTEM pa3MEeLICHUs

TaKAX MOCTOB, KOTOPBIE, €CITH OHU
BKJIFOYEHBI, TO 00pa3yloT METIH B
pe3epBHOM (OJIOKHPYIOIIEM) COCTOSTHHH.
ITopTsl 6JI0KUPYIOLIETO MOCTA MOTYT
OBITh aKTUBUPOBAHBI B CITydae OTKa3a
OCHOBHOTO KaHajia, o0ecrieuynBasi HOBbIN
TPAKT Yepe3 00beTMHEHHYIO CETh.

41. [lepeuncante BO3MOXKHbBIE PELIEHUS D-Link npezasaraetT KOMIUIEKCHBIH
obecrieyeHnst 6€30MaCHOCTH KOPITOPATHBHOM  [ITOJIXO/T K PELICHHUIO BOTIPOCOB
ceTu Ha ocHOoBe D-Link. obecrieyeHus: 6€30MaCHOCTH, KOTOPBIH

BKJIIOYAET B ce0 CIIeIyIONINe PEIICHHUS:
1) 3ammra KOHEYHOTO MOJIb30BaTENs —
o0OecrnieunBaeT 3alUTy BHyTPEHHEH CeTH
OT BHYTPEHHUX aTaK;

2) 3amuTa cpeICTBaMH MEKCETEBBIX
9KPaHOB — 00ECIeYUBAET 3aLIUTY
BHYTPEHHEH CETH OT BHEITHHX aTakK;

3) O0beauHeHHasT 0€301aCHOCTh —
CBSI3YIOIIIEE 3BEHO MEXTY ABYMS
NPEIbIIY MU TPEATIOKECHUSIMH,
00BbeIMHAIOIIEE UCTIOTIb30BaHUE
MEXCETEBBIX SKPAaHOB 1 KOMMYTaTOPOB
JUTSL 3AIIHUTHI CETH.

42. Kakoit pynkuueit B kommyratopax D-Link  |®yukuus [P-MAC-Port Binding (IMPB),
peain30BaH KOHTPOJIMPOBATH JIOCTyIa peanmu3oBaHHas B komMmyTtaropax D-Link,
KOMIIBIOTEPOB B CETh Ha OCHOBE UX IP- 1 MO3BOJISIET KOHTPOJIUPOBATH AOCTYI
MAC-anpecos. KOMIIBIOTEPOB B CETh HA OCHOBE UX IP- n

MAC-anpecoB, a Takke nopTa
TIOJTKITFOYCHUSI.

43. [Tpu axktuBuzanuu ¢pyukiuu IMPB na nopre |Strict Mode — B 3TOM pexume mopT 1o
aJIMUHHUCTPATOP JAOJKEH YKa3aTh PEXKUM €r0  [yMOJIYaHUIO 3a0JI0KUPOBaH.
pabotsl. Kak pabotaer mopt B pexume Strict
Mode?

44. [Tpu axtuBuzanuu ¢pyukuu IMPB Ha nopre |Loose Mode — B 3TOM pexume mopT 1o

aJIMUHUCTPATOP JOJDKEH YKa3aTh PEXKUM €T
paboTtsl. Kak paboTaeT mopt B pexxume Loose
Mode?

YMOJYaHHUIO OTKPBIT.
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45. [Tpu axktuBuzanuu ¢pyakuu IMPB Bxmouen |Pexxum DHCP Snooping ucnons3yercs
pexum padbotst DHCP Snooping mode. KOMMYTATOPOM JIJI1 IMHAMHUYECKOTO
JleiicTBUsI KOMMYyTaTOpa B JaHHOM pexxume?  (co3aanus 3anucein IP-MAC Ha ocHOBe

ananuza DHCP-nakeToB u mpuBS3KH UX K
nopTam ¢ BKJIroueHHOH ¢pynkuueit IMPB
(aaMuHHUCTpATOPY HE TpedyeTcs
C03aBaTh 3alIMCH BPYYHYIO).

46. Onnum u3 MetonoB opranu3anun Mexannsma |SSH (Secure SHell, "6e3onacHas
OTpaHUYEHUS aIMUHHUCTPATUBHOTO AOCTyMA K [0007109Ka") — CEeTEeBOI MPOTOKOJI
yIpaBICHUIO KOMMYTAaTOPOM SIBJISIETCS MIPUKJIATHOTO YPOBHS, TO3BOJIIOIINN
HaCTpoOiKa KOMMyTaTopa Ha paboTy € MIPOU3BOUTH yIaJICHHOE YIIPaBJICHUE
npotokoiaomM SSH. Onuimnre 1aHHbIA OnepaloOHHONW CUCTEMOM
MPOTOKOJI. u TyHHenupoBanue TCP-coequHeHmi.

47. J11g 4ero ucnonb3yroT PU3NIECKHI cTeK [Tox ¢puznueckuM CTeKUPOBAHUEM
KOMMYTaTopoB 3-ro ypoBHs D-Link. MMOHUMAETCS 00BEIMHCHUE HECKOIBKUX

KOMMYTAaTOPOB B OJIHO JIOTUYECKOE
YCTPOMCTBO C LEJIbIO YBEIUYCHHUS
KOJIMUYeCTBa MOPTOB, y100CTBa
yIpaBIeHUS 1 MOHUTOPHUHTA.
OO0benuHEHHBIE B CTEK KOMMYTaTOPBI
UMEIOT 00IIHMe TaOIUIIBI KOMMYTAITUH 1
MapIipyTu3anuu (A7 KOMMYyTaTopoB 3
YPOBHSI).

48. B xopniopaTuBHOIi ce€TH MpU HACTPOMKE Komanna ip access-list ucrionssyercs
koMMmyTaropa D-Link ucmonp3oBaiachk JUIS CO3/JaHMsI MYMEHOBAHHBIX CIIHCKOB
komanga ip access-list std1 10. [y wero  |noctyma, B JaHHOM Ciy4ae CO3/IaHHUC
HCIIOJIB30BAJIACh JaHHAsI KOMaHa? crucka ¢ umerem std1 n nomepom 10.

49. B xopniopaTuBHOI CETH TPU HACTPOUKE B nanHoM cinydae co3naH paclMpeHHbIN
kommyTaTtopa D-Link ucnons3oBanacek criucok pocryna MAC ¢ umenem maci u
KoMaH1a mac access-list extended nomepom 6010.
mac1 6010. /{ns yero ucnons3osanack
JaHHasi KoMaHaa?

50. Haiite onncanue nmousatus [Psec B pamkax IPsec (cokpamenue ot IP Security) —
3amuThl HHGOPMAMU B THPOPMAITMOHHON  [HAOOp MPOTOKOJIOB i 00eCTIeYeHHUS
CUCTEME. 3aIUTHI JAHHBIX, TIEPEIaBAEMBbIX TI0

MEXCETEBOMY NpoToKOoay IP.

51. |Bbibepute npaBuiIbHBINA BapUAHT OTBETA. A

B Bamieil opranu3sanuy UCIONb3yOTCA

onepanronHbie cucteMbl Windows. Kakas

MOJINTUKA OE30MMaCHOCTH NMPUMEHNMA Ha

JTAaHHOM IpeanpusiTun?

A) poJieBasi IOJUTHKA §€30NACHOCTH

B) nuckpennonHas nmoauTrka 6€30MacHOCTH

C) IMonuTtuka U36UpaTeabHOTO

pasrpaHUYeHHS JOCTya

D) maniaTHasi MOJIENb YIPABIEHUS TOCTYIIOM
52. |BeiOepuTe mpaBUIBHBIN BApUAHT OTBETA. B

B unopmanmoHHO-KOMMYHUKAITMOHHBIX

cpenax OneparMOHHON CUCTEMOM OCHOBaAaHHOM

Ha JIMCKPELIMOHHON MOJUTHKE 0€30MacHOCTH,
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ONEPAMOHHON CUCTEMOM SIBIISIETCS
A) OS/2

B) Linux

C) Windows

D) SkyOS

53.

BriGepuTe npaBUIbHBINA BapHaHT OTBETA.
[Tpu opranuzanuu 6€30MacCHOCTH JOCTYTIA B
MH(OPMaLIMOHHO-KOMMYHUKAIIHOHHBIX
cpenax rporokoi Auddu-Xemmmana
HCIOJIb3YETCS MPU MOJIX0JE K
pacrpeneneHuIo KIIueBoi nHpopManuu B
KOMIIBIOTEPHOM CETU. DTOT MOJAXO
Ha3bIBaCTCs

A) Pacripenenenue kinrodeBoit nHGoOpMaruei
C UCIOJIb30BAaHUEM OJIHOTO JINOO HECKOJIBKUX
LEHTPOB pacIlpeaeeHus KIouen

B) IIpsimoii 060MeH ceaHCOBBIMH KJAKNYAMU
Me 10J1b30BaTeJSIMU

C) B3zauMHoe noaTBepKAeHUE TOATUHHOCTH
Y4aCTHUKOB ceaHca

D) noareepskaeHue 10CTOBEPHOCTH CeaHca
JUISL 3alIMTHI OT aTaK METOJIOM MIOBTOPOB

54.

Bribepure npaBUIIbHBINA BapUaHT OTBETA.

B MoxynbpHOI apXUTEKTYpe CUCTEMBI 3aILUThI
[TO oT HEeCaHKIIMOHUPOBAHHOTO
UCIOJIb30BaHUS (PYHKLUHU ONPEeICHHS
(akTa eraTbHOCTH 3aITyCKa 3alUIaeMOi
IIPOrpaMMBbI, CPaBHUBAS TEKYILHAE 3HAYCHUS
[IapaMeTPOB CPeAbl C 3TATOHHBIMU
BBITIOJIHAET

A) B10OK yCTaHOBKM XapaKTEPUCTUK CPEJIb
B) Iloacucrema peanu3sanuy 3alUTHBIX
byHKIMI

C) b10K cpaBHEHUs XaPAKTEPUCTHUK CPebl
D) Iloacucrema npoTUBOACHCTBUSA
HEUTpaIU3alUy 3alIMTHBIX MEXAHU3MOB

55.

Bribepure npaBUIIbHBINA BapUaHT OTBETA.
IIpu opranuzanuu 6€30MacHOCTH J10CTYyTA B
MH(POPMAIIMOHHBIX CHCTEMaX OCHOBHBIMH
JJIEMEHTaMU NOAEPKaHNsI H30JIUPOBAHHOU
MIPOrPaMMHOM CPEIbI SIBIISIOTCA

A) MOMCKOM KPUTHYECKUX YYaCTKOB KOJa
METOJIOM CEMaHTUYECKOTO aHAIU3a

B) KOHTPOJIb IEJTOCTHOCTH U AKTHUBHOCTH

NPOIIECCOB
C) onpenenenue Touku Bxoaa B [13Y

D) 3ammToli JaHHBIX

56.

BriOepure npaBUIIbHBIN BapUAHT OTBETA.
Hapymenne koHDUIESHITHATEHOCTH
nHpopmannonHoro oomena B MIC,
OCYIIECTBIIIEMOTO IO KaHAJIaM CBSI3U
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aOOHEHTOB CHUCTEM U CEeTel OpraHM3aIlHii, C
MOMOIIIBIO UX IPOCTYIIMBAHUS; TAHHBIH
BHJ[ YTPO3 JUISI KOMITBIOTEPHBIX ceTei
TIOJTYYHJT Ha3BaHHE

A) Mackapan (spoofing)

B) DoS arakamu (DoS — Denied of Service)
C) Cunddunr (sniffin

D) ®ummsr (fishing)

57.

Bribepure npaBUIIbHBIN BapUaHT OTBETA.
Ha pucynke noka3ana cxema 1€eMOHCTpaIuu
npaBuiia NWD (uer 3anucu BHU3). Kakas
MOJINTUKA OE30MaCHOCTH MOAIEP)KUBACT
JTaHHOE TIPaBHIIO?
FaNKCE

—::)— OcoBoit BaKHOCTH

MTEHWE 2EMUCE

S COBepLUEHHD CBKPETHO
NTEHME

CekpeTHo

MTEHWE
—::)— KoHBMABHUMANEHD

“TEHWE

OTkpBITO

A) moautuka 0ezonacuoctu beja-

Jlallagyabl
B) poneBas nonutuka 6e30nacHOCTH

C) nonuTrka 06€30MacHOCTH KOHTPOJIS
LIEJIOCTHOCTH MH(POPMALMOHHBIX PECYPCOB
D) mangaTHas MoJielb IEJIOCTHOCTH brba

58.

Bribepure npaBuIIbHBINM BapUaHT OTBETA.
Ha pucyHke noka3aHna cxema I€MOHCTpaLUK
npasuia NWD (et 3anucu BBepx). Kakas
MOJIUTUKA O€30M1aCHOCTH MOAJEPKHUBAET
JAaHHOE IIPaBUIIO?

YTEHWE

—:}— CoBepLUIEHHD LENDCTHEA
FANMCE MTEHME
:F)— OoBonsHo LenocTHbI

Zanuce

HemHoro uenocTHelf
3anuck

He yenocTHell

A) monutuka 6e3onacHocty bema-
JlalTamgyner

B) poneBas monutrka 6e30macHOCTH

C) nmonutrka 6€301MaCHOCTH KOHTPOJIS
I[EJIOCTHOCTH UH(POPMAITMOHHBIX PECYPCOB
D) mannaTHas MoJeJb neJocTHocTH buda

59.

BriOepure npaBUIIbHBINA BapUaHT OTBETA.

Tlon HOHUMAIOT
MIOATBEPKICHUE 10JIb30BATEIEM
NPEIbsSBIECHHOTO UIEHTU(HKATOpa, TPOBEPKa
€ro IOJIMHHOCTHU ¥ IIPUHAJIEKHOCTH
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MMEHHO JJAHHOMY TIOJIb30BATEIIO.
A) naeHtudukanus

B) ayrenTudukanmei

C) aBTOpH3anus

D) mmdpoBanue

60.

BriGepuTe npaBUIbHBINA BapHaHT OTBETA.
— MpEeI0CTaBIECHNE

OnpeeaEHHOMY JIUIYy WM TPYIIIIE JIUI] PaB
HAa BBIIIOJIHCHNE ONPEACIIEHHBIX IEUCTBUM; a
TaK)Ke MpOoIecC MPOBEPKH (IOITBEPKICHUS)
JAHHBIX MIPaB MPH MOMBITKE BHITOJTHEHUS 3THX
EUCTBUI

A) unentudukanus

B) ayrenTuduxanueit

C) aBTopu3anus

D) mudpoBanue

61.

BriOepure npaBUIIbHBIN BapUaHT OTBETA.
[TocTaBnena 3amaya: Onpenenutsb
MHUHHMMAJIBHYIO JUIMHY naposiei L mpu
MOIIHOCTH MapPOJIbHON CUCTEMBI A,
00ecTeYnBarOIINX BEPOSTHOCTH 1M000pa
MapoJis 3710yMBIIUIEHHUKOM He Ooliee
3agaHHoi P, mpu ckopocTH moxbopa naposei
V, MakcuMaabHOM CpoKe JercTBus naposs T.
Hcxonnsie gannsiec — P=10-6, T=7 gueii = 1
Henens, V=10 maposieii / MUHYTY =
10*60*24*7=100800 nmapouieii B HEACIIO,
A=26 (CUMBOJIBI aHTJIMHCKOTO ayipaBUTa).
A)L=4

B)1=8

C)L=6

62.

BriGepuTe npaBunbHBINA BapHaHT OTBETA.
[Tocrasnena 3agaua: OnpenenuThb
MUHUMAaJbHYIO JUIMHY Mapoinei L npu
MOIITHOCTH MapPOJIbHON CUCTEMBI A,
o0ecrnevnBaroIuX BEPOSTHOCTD Mo100pa
MapoJIs 3JI0yMBIIUICHHUKOM He Ooliee
3alanHo P, ipu ckopocTr moabopa maposiei
V, MakcumanbHOM cpoke aercTBus nmaposs T.
Wcxonnrie manusie — P=10-6, T=7 nneii = 1
Henenst, V=10 maponeit / MUHYTY =
10*60*24*7=100800 nmaposeii B HEJLIO,
A=36 (Manble TJaTUHCKHE OYKBBI U IIUQPHI).
A)L=4

B) L=8

C) L=6
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63.

Bribepure npaBUIIbHBINA BapUaHT OTBETA.
Ha pucyHnke nokasaHa cxeMa apXUTEKTypBbI

Kopnopanus 1

‘Hm‘n:mnarem A| ‘ Hnmsnﬁa'ram:B|

Kopnopauna 2 P Kopnopanua 3

4

A) I'mopunnas apxurekrypa PKI
(MHQPACTPYKTYPA OTKPBITHIX KII0Yeii)
B) llearpanuzoBannas apxutekrypa PKI
(uH(DpacTpyKTypa OTKPBITHIX KIFOUEH)

C) brounas apxutekrypa PKI
(uH(DpacTpyKTypa OTKPBITHIX KIIOUEH)

D) Ceprudummposannas apxutekrypa PKI
(MHGPaACTPYKTYpa OTKPHITHIX KIIFOUCH)

A

64.

BriOepure npaBuIIbHBINA BapUaHT OTBETA.
Ha pucynke nokasana cxema
ayTeHTU(UKALUU METOJIOM

< 3anpoc

& St

Monb3oBarens A Cepeep B
Koy Ka Koy Ka,.., Kn

A) «3anpoc-0TBET»

B) nesBHOTO 3ampoca

C) Kerberos

D) ¢ ucnonb3oBanueM uaeHTU(HUKAITTOHHOM
TaOIULIBL

65.

Bri6epuTe npaBUiIbHBINA BapHaHT OTBETA.
Ha pucynke nokasana cxema

aYTeHTI/I(bI/IKaHI/II/I MECTOAOM
LienTp pacnpepenesus
KnoYei

Koy Kg K04 Ky
Knio4n Ka,.., Kn

A) «3anpoc-orBer»

B) HesiBHOTO 3ampoca

C) Kerberos

D) ¢ ucnosbp30BaHUEM HICHTH()UKALUOHHOM
TaOJIALBEL
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66.

JlaliTe KpaTKO€ OIHUCAHUE TTOHATHIO
®dopmaibHbIE MOJIENIN TOJTUTHK O€30MMaCHOCTH

CDOpMaJIBHBIe MOACIU MOJINTUK
0C30IMaCHOCTH MO3BOJISIOT OIIUCATh
IOBEJICHUE TTOJICHCTEMbI 0€30I1aCHOCTH
B paMKaX CTPOTHUX MaTEMaTHYECKUX
MOJEJICH, IPaBHII.

67.

JlaliTe KpaTKO€ OMUCAHUE TTOHATHIO
HedopmansHbie MOIETH TOTUTUK
0€e30I1aCHOCTH

Hedopmanbabie MOeIHM MOMUTHK
0€30MMacCHOCTH MPEIOJIAratoT OMMCAHUE
MOBECHUS MTOICUCTEMBI 0€30MaCHOCTH
B paMKax BepOaJIbHBIX (CIIOBECHBIX )
YTBEPKACHUIA, HE 00JIaJal0NIIX
MaTeMaTHUYECKOM CTPOTOCTHIO.

68.

[lepeuncnutTe OCHOBHBIE MHOXKECTBA POJICBOMA
MIOJINTUKU OE€30MaCHOCTH B paMKax KOTOPbIX
ocyuiecTBIsIeTCS hopManu3aIusl.

dopmanuzanus poseBoil MoaeIu
OCYILIECTBIISIETCS B paMKaXx CJIEyIOIINX
MHOYECTB:

1) MHO€CTBO MOJIb30BaTENEH
KOMIIbIOTEPHOM CHCTEMBI.

2) MHO>KECTBO POJIEH.

3) MHO>KECTBO ITOJTHOMOYUH Ha AOCTYI
K 00BEeKTaM, IPeACTaBICHHOE,
HampumMmep, B BUJIE MATPUILIbI ITPaB
JI0CTyTA.

4) MHOYKECTBO CEaHCOB PAOOTHI
II0JIB30BATEJIEN C KOMIIBIOTEPHON
CUCTEMOII.

69.

OnummTe COCTaB YUETHOM 3aMucu
M10JIb30BaTENA

CoBOKYIHOCTH HJCHTU(UKATOPA U
[1apoJIs MOJIb30BATENA - OCHOBHBIC
COCTABJISIOLIME €0 YYETHOM 3aIUCH.

70.

UYro conepxut baza 1aHHBIX M0JIb30BaTENICH
MapoJIbHOW CUCTEMBI?

ba3za naHHBIX 1IOJIB30BATENEH
MapOJIBHON CUCTEMBI COJIEPKUT
YYETHBIE 3alMCH BCEX I10Ib30BaTENEH
KOpPIIOpaTHBHON HH(OPMAITMOHHON
CUCTEMBI.

71.

[IpuBenuTe HE MeHEE Tpex MIHUPOKO
pacnpocTpaHEHHbIX TEXHUUECKUX YCTPOUCTB,
WCTIOJIB3YEMBIX TSl pEIICHHS 3,149
UACHTUDUKAIMN/ay TEHTU(PUKALIUN
II0JIb30BaTENEN

Tpu mpumepa MOKHO BBIOpATh U3
JITAHHOTO CITUCKA TPeX ILIMPOKO
pacrpocTpaHEeHHBIX TEXHUIECKUX
YCTPOMCTB, UCHIOIb3YEMBIX JUIS
peleHus 3a1a4
UACHTUDUKAIMN/ay TEHTUPUKALIUN
I0JIB30BATENICH:

- uaentudukatopsl iButton (Touch
Memory);

- OECKOHTAKTHBIE PaIOYaCTOTHBIE
KapThl proximity;

- IUTACTUKOBBIE KapThI;

- xkioun e-Token.

72.

[lepeuncnure mpoLeccsl AMEKTPOHHON
uugposoit noanucu B coorserctBuu ¢ 'OCT
34.10-2018.

Mexanu3m 1udpoBoii moanucu
OIIPEAECIAETCS TOCPENACTBOM
peanu3alnuy IByX OCHOBHBIX IIPOLIECCOB
1) bopmupoBaHue NoANUCH;

2) npoBepKa NOJIHCH.
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73.

Ha3znauenue 31eKTpOHHOM TUPPOBOH
nonamucu B coorBerctBuu ¢ 'OCT 34.10-
2018.

udposas moanucs npeaHa3HaYCHA IS
ayTeHTH()HUKALNK JTUIA, TTOIHCABIICTO
3JICKTPOHHOE COOOIICHHUE.

74.

[Tepeuncnure cBOWCTBa COOOIICHUSI TPH
WCTOJIb30BAHUH JIIEKTPOHHOU MHUPPOBOIA
nonamnucu B coorBerctsuu ¢ 'OCT 34.10-
2018.

Ucnonb3oBanue D1 npenocraBnser
BO3MOYXHOCTh O0ECTICUUTH CJICTYIOIINE
CBOMCTBA IpH TIepe1aue B CHCTEME
MOITICAHHOTO COOOIIIEHUS:

1) ocyiiecTBI€HHE KOHTPOJIS
I[EJIOCTHOCTHU TIEPeIaBaeMOT0
MOJIHCAHHOI'0 COOOIIEHNS;

2) noka3aTesbHOE MOATBEPKIACHHUE
aBTOPCTBA JIMIIA, TTOAHCABIIETO
COO0O0IIIEHHE;

3) 3ammTa cooOIIEeHUs OT BO3MOXKHOM
IO JCIIKH.

75.

Hatb onncanue nousaturo JlanmkecT JlaHHBIX
(Data Digest).

Hanmxect JlanHbix - OTHOCUTEIIBHO
HeOO0IBIIO0H OJIOK TaHHBIX,
BBIYMCIICHHBIN C TPUMEHEHUEM K
OpPUTHHAIILHOMY OJIOKY JTaHHBIX
(0OBIYHO OOJIBIIIETO pa3Mepa)
CHEIHMAIbHBIX AalJKecT-(pyHKINN
(XouI-pyHKIHI).

76.

3anaua: [IpeanpusTuio HEOOXOAMMO
MOJIyYUTh KBATU(DUIIMPOBAHHBII
ANEKTPOHHBIN CepTU(UKAT HA OPTAHU3AIIIO
OUII nns 3amumter nanssix MC. B kakyro
OpraHM3aIiio HE00X0AUMO 00paTUTHCA?

AKKpEeIUTOBaHHbBIN YAOCTOBEPSIOIINI
uentp (Y1) — 310 opranuzarus,
MOJTyYHBIIAs OCTYM K EnquHOMY
peecTpy, UMerolas MpaBo Ha cOop U
XpaHeHue KIroveBor nHpopmaruu. OHa
MMeeT MPaBo Ha CO3JaHHE
KBaJIM(UIIMPOBAHHOTO AJIEKTPOHHOTO
ceptuduUKaTa u pacrpocTpaHeHHe
JIMLEH3UI Ha KpUnTorpaduio.

77.

[lepeuncaure cBoiicTBa MH(YOPMAIIMH C TOUKH
3peHus 3amuTsl HHQOpMaITIH

CBoiicTBa HHPOpPMALIUHU, KOTOPBIE
MOTYT IPUBOJIUTH K MOTEPE IEHHOCTH
uH(pOopMaLnu:

1) xoH(pHUIEHIINATHHOCTB;

2) IETIOCTHOCTb;

3) TOCTYITHOCTb.

78.

[lepeuncnure cTaauy >KU3HEHHOTO IHKJIA
BUpYCA.

JKu3HEHHBIN UK BUPYCOB BKIIIOYAET B
ceOst TBe OCHOBHBIC CTAIMH — XPAHCHHE
(yrateHTHAs a3a) U UCIIOJIHCHHE.

79.

Texaudeckue cpencTsa 00pPHOBI C
KOMITBIOTEPHBIMU BUPYCaAMHU.

TexHnuueckue cpeacTsa 00pbOBI €
KOMIIbIOTEPHBIMHU BUPYCaMH —
IIPUMEHEHNE aHTUBUPYCHBIX
MOHHUTOPOB U CKaHEPOB, IPOTPAMMHBIX
U allapaTHbIX CPELCTB,
HE/IOMYCKAIOUINX BO3MOXKHOCTb
3apa)XeHUsI 0ObEKTOB KOMITBIOTEPHON
CHCTEMBI.

80.

[Iepeuncnure BUABI HICTOYHUKOB YTPO3
0€30I1aCHOCTH IEPCOHAIBHBIX JIaHHBIX.

Hcrounuku yrpo3 0e3onacHocTu
NCPCOHAJIBHBIX TAHHBIX:
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1. AHTpOnIOT€HHBIE
2. CTUXUHNHBIE
3. TexHoreHHsnle

81.

Jatite onncanue arakam MITM (Man-in-the-
Middle).

Artakxa MITM npoucxoaut, Korja
XaKepbl BHEAPSAIOTCS B IBYCTOPOHHEE
MH(pOpPMAIIMOHHOE B3aUMO/ICHCTBHE.
[Tocne mepexBara Tpaduka OHU MOTYT
(bHIIBTPOBATh U KPACTh JAaHHEIC.

82.

Haiite onucanue arakam OUIIUHT

BriMoraTenu ucnoiib3yoT MO IICIIbHEIC
COOOIIeHUS, HapuUMep, e-mail, 9ToObI
0OMaHHBIM ITyTEM 3aCTaBHUTh
MOJTyYaTessi OTKPBITh €r0 M BBIMIOJIHUTh
ONPEACICHHOE JICHCTBHE.

83.

[IpuBenauTe HE MeHEE TpexX OMOMETPHUYECKHX
XapaKTEPUCTHUK, UCTIOJIb3yEMBIX JJIS
nnaeHTudukanuu u ayrearudukanun MC.

Tpu npumepa MOXKHO BBIOpaTh U3
JAHHOTO CITUCKA OMOMETPUIECKHX
XapaKTEPUCTHK, UCTIOIB3YEMBIX TSI
UACHTH()HUKAIINY U ayTCHTU()UKAITH
nc:

- OTICYATKH MaJbIICB;

- reoMeTpuyeckas popma pyk;

- Y30p payKHOU 00OJIOUKHU U CETYATKH
rJias;

- opma u pa3zmepsl Jnna;

- 0COOCHHOCTH T0JI0Ca;

- OMOMEXaHUYECKHUE XapaKTSPUCTUKU
MoYepKa;

- OMOMEXaHUYECKHUE XapaKTePUCTUKU
«KIJIABUATYPHOTO MOYEPKAy.

&4.

[lepeuncnure 0COOEHHOCTH UCTIOIb30BAHUS
OMOMETPUYECKUX CHUCTEM UACHTU(DUKAIINU U
ayTeHTU(UKAINHI JIMYHOCTH 10 CPABHEHUIO C
OpyruMHu kinaccamu cucteM M/AY.

Oco0eHHOCThIO TPUMEHEHUS
OMOMETPUYECKUX CHCTEM CIIeTYIOIIHE:
1.Heo0x0anuMOCTh [UIMTEIHHOTO
o0y4deHus OHOMETPUYECKON CUCTEMBI.
2.B03MOKHOCTE OIIMOOYHBIX OTKA30B U
OLIMOOYHBIX MOATBEPKACHUN TTPU
ayTeHTU(UKALIUU [T0JIb30BaTENEH.
3.Heo0OX0aMMOCTb UCITOIb30BaHUS
CHEIUATbHBIX TEXHUYCCKUX YCTPOMCTB.

85.

ITocraBnena 3anava: [Ipuobperenue
POCCUICKOM IPOrpaMMBbl yIIpaBICHUS
KJIFOYaMHu i1 opranusauuu. [Ipusenure
MIPUMEPBI POCCUMCKUX MPOrPaMM YIIPaBICHUS
KIJIFOYaMH.

Poccuiickue nporpaMmsl yripaBiieHUs
KIIFOYaMHu:

ViPNet PKI Client

Guardant Sign

cemeiictBo Kpunro

U T.J.

86.

SBnsiercst M 00s3aTENBHBIM MPEOCTABICHHUE
(DU3HYECKUMU JIMIIAMA CBOMX
OMOMETPUYECKUX MMEPCOHATBHBIX TaHHBIX B
COOTBETCTBUH ¢ DeepaibHBIM 3aKOHOM OT
29 nekabps 2022 r. N 572-®3

[IpenocTaBnenne GU3MYECKUMU JIULIAMU
CBOMX OMOMETPHUYECKUX IMEPCOHATBHBIX
TAHHBIX B LIETISX, TPETyCMOTPEHHBIX
HacTosmuM denepabHbIM 3aKOHOM, HE
MOJKET OBITH 003aTEILHBIM.

87.

Jaiite onycanyue NOHITHIO OMOMETPUYECKUI
nponecc B coorBeTcTBur 'OCT P 54411-

buomerpuueckuii nmponecc -
aBTOMATHYECKHMI MpoIecc,
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2018/ISO/IEC TR 24722:2015. WCTIOJIL3YIONIUH OJHY WK OoJiee
OMOMETPUYECKUX XapaKTEPUCTUK
OJTHOT'O MHJIMBUAA JJIs1 ONOMETPHUYECKON
perucrpanuu, BepupuKaluu win
HJICHTU(UKALIMH.

88. |Hdaiite onucanue noHatuo HempepbiBHBIIM HenpepbiBHBIM cunTaeTcs
OMOMETpHUYECKHUIl MapaMeTp mpoIece B OMOMETpHUYECKHUIl TapaMeTp, 3HaUCHUs
cootrBercTBuu ['OCT P 52633.4-2011. KOTOPOT'O COCTABJISIIOT KOHTUHYAJIbHOE

MHO>KECTBO M OIPAaHUYEHBI TOJIBKO
TOYHOCTBIO MPEACTABICHUSI.

89. |llepeuucnure MepbI 3aIIUTHI IPOrpaMMHBbIX |11 IPOTUBOAEHCTBHUS ONBITKAM
MPOJYKTOB HCIOJIb3YEMBbIE IS HECaHKLMOHUPOBAHHOTO
IIPOTUBOAECUCTBHUSA MOMBITKAM HCII0JIb30BaHUsl IPOIPAMMHOTO
HECaHKLIMOHUPOBAHHOTO UCIIOJIB30BaHUS o0ecrnevyeHns UCTONb3YI0TCA
IIPOrpaMMHOI0 O0ECIIEUEHUSI. CJIETYIOIINE MEPBI 3aLUThI

MIPOrPaMMHBIX MPOTYKTOB:
1.Opranu3anoHHO-3KOHOMUYECKHE
Mepbl

2.1IpaBoBBIE MEPBI

3. TexHHYECKHE MEPBI

90. |l[lepeuncnuTe TUIBI CUCTEM 3aIUTHI Cucrtemsl 3amutsl [10 ot
MIPOrPaMMHOTO O0ECTIeueHus 0 CIIOCco0y HECaHKLIMOHUPOBAHHOTO
accouuanuy (BHEIPEHMs) 3alUTHOTO HCII0JIb30BaHUSA 10 CIIOCO0Y
MEXaHHU3Ma. accouyanuu (BHEIPEHHs ) 3alIUTHOTO

MeXaHH3Ma MOXHO MOJIPa3/IeNIuTh Ha
JIBA THIIA:

1) BcTpOEHHBIE CUCTEMBI (BHEAPSAIOTCS
npu cozpanuu [10);

2) IIPUCTBIKOBOYHBIE CUCTEMBI
(monkiro4aroTes K yxe roropomy [10).

91. |Onumure OCHOBHYIO (DYHKIIUIO CITYKObI Cayx0b1 Active Directory (ciry>x0bI
Active Directory (ciry>x0bl aKTUBHOT'O aKTHUBHOT'O KaTaJjiora) NpeCcTaBisoT
Karasora). co0oii pacnipenenénnyto 6a3y JaHHbIX,

KOTOpasi COJIEP>KUT BCE OOBEKTHI
nomeHa. JlomeHHas cpena Active
Directory siBnsieTcs eAUHON TOYKOM
ayTeHTU(UKALUU U aBTOPU3ALIUU
MOJIb30BaTENEH U MPUITOKEHUH B
MaciTadax npeanpusITHs.

92. |[daiiTe onycaHue MOHIATHIO KOHTPOJUIEP ba3a nannbix Active Directory
noMeHa B paMmkax Active Directory (cimy>k0bl  [XpaHUTCS Ha BBIJCJIEHHBIX CEpBEpax —
aKTHUBHOT'O KaTaJiora). KOHTpPOJIEpPAX JAOMEHA

93. |Haiite onucanue noustuio ['pynmsl ['pynmsl 6e30macHOCTH — 3TO CIOCO0
6e3omacHocTH B paMKkax Active Directory cOopa y4eTHBIX 3anucen
(city 0Bl aKTHBHOTO KaTajora). MOJIb30BaTENEN, YUETHBIX 3aMUCEH

KOMIIBIOTEPOB U JIPYTHX IPYII B
yIpaBJisieMble €TUHUIIBL.

94. |llepeuunciute 06IacTU ASUCTBUS TPYIIT Active Directory onpenensiet

Active Directory

CJIEIYIOIINE TPH O0JIACTH TPYTIIIHI;
1.YHuBepcaibHOE.
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Howmep Coneprxanue Borpoca IIpaBunbHBIN OTBET Ha 3ananue

3aJaHMsI
2.I'noGanbHbIiH.
3.JIloxkanbHBINA JOMEH.

95. |llepeuncnute komnoneHTHl Active Directory |Active Directory Bkitoyaet B ce0s

CJIEAYIOLINE KOMIIOHEHTBI:
OOBEKTHI.
JloMmeHsI.
OpraHu3aliOHHbIE €IUHULIBI.
JepeBbsi.
Jleca.

96. |3amaua: Ha HeTexumMuyeckoM NpeAnpusaTHr |B 3aBUCUMOCTH OT KOJIMYECTBA
B MEJIIYHKTE MIPEANPHUATHS C IOMOLIBIO 00pabaTbIBaeMbIX CyOBEKTOB
MEAULMHCKUX HHPOPMALMOHHBIX CUCTEM [IEPCOHAJIBHBIX JAHHBIX U TUIA
COTPYAHUKH MEJITyHKTa 00padaThIBAIOT aKTyaJbHBIX YTpo3 0€301acHOCTH
NEePCOHAJIbHBIE MEUIIMHCKUE TAHHbIE B MUC tpelyercst obecriednTs BTOpon
B MUC. Onpenenure kakoi ypoBeHb WJIY TPETUH YPOBEHb 3aLUIIICHHOCTH
3alUIIEHHOCTH HE00X0IMMO OPraHN30BaTh  |I€PCOHANBHBIX JaHHBIX.
qutst BeimoaHeHuss @3 N 1119 ot 01.11.2012
«O06 yTBepxk/1eHUHN TpeOOBAHUH K 3aILUTE
MIEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKE B
MH(POPMALMOHHBIX CHCTEMaX NEePCOHANIbHBIX
JTAHHBIX».

97. |3amaua: Ha HeTrexuMHuyeckoM 04epHEM B nannom ciydae tpebyetcs
MpEeANpPUATHH BeseTcss 00padoTKa 00€eCTIeYnTh TPETHH YPOBEHD
OyXraJTepCKUX JaHHBIX U 3aT€M IO 3alUIIEHHOCTH NEPCOHANBHBIX JaHHBIX
3alUIICHHOMY KaHaJly Iepe1aeTcs B U BBILLE.

TOJIOBHOE OTJENICHUS IPEIPUATHS.
PaboTHuKOB novepHero npennpustus bonee
100 000 cyonexToB. Onpeaenute Kakoit
YPOBEHb 3aILIUIIEHHOCTH HE0O0X0IUMO
opranu3oBath AJis1 BeinosiHeHus @3 N 1119
ot 01.11.2012 «O06 yTBepKIeHIH
TpeOOBaHUH K 3allUTe EPCOHATBHBIX
JAHHBIX TIPU UX 00paboTKE B
MH(POPMALMOHHBIX CHCTEMaX IEePCOHANIbHBIX
JTAHHBIX».

98. |Ha cknane npeanpusarus no 6ecnpoBogHoi  |B omucsiBaeMoit CUTyaluu 10CTaTOYHO
CEeTH IepearoT HHPOPMALIUIO O IPUHATHIX U |CTAHIAPTHBIX BAPUAHTOB MU(PPOBAHHS
OTIIPABJICHHBIX Ipy3ax. OMUIINTE METO/IbI JAHHBIX TpH Iepeade 1no
3alIUTHI [IEPEAABAEMBIX JAHHBIX I10 OecripoBoiHOM ceTH (mpoTokoasl WPA
OCCIIPOBOIHON CETH. 3, CKIP, TKIP, AES-CCMP u T1.1.).

99. |[locraBneHa 3ajada: HE0OX0AUMO MOIIAroBo (OTIaIYUKU — IPOrPaMMHBIE CPE/ICTBA,
npoaHanu3upoBath pabory OC. Ha kakue MO3BOJISIOIINE BBITOJIHATH IPOrpamMMy B
MIpOrpaMMHBIE CPEICTBA BbI OyaAUTE MOILIarOBOM PEKUME, KOHTPOJIUPOBAThH
HCIIOJIb30BaTh? €€ BBIIIOJIHEHUE, BHOCUTh U3MEHEHUS B

XO/J1 BBITTOJIHEHHUS.
100. |ITocraBnena 3agaya: HEOOXOIUMO MoHHuTOPBI Olepalyii ¢ peecTpoM —

MpOoaHAIM3UPOBATh paboty peectpa OC
Windows. Ha kakue nporpamMMHbIe cpeacTBa
BBl OYJIMTE UCITOJIH30BAThH?

MIPEOCTABISIET BO3MOKHOCTE COOPATh
uHpopmanuio o0 oOpaIieHusX K
peectpy Windows.




